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Mamori will quickly protect your business from ransomware attacks and 

implement controls required for compliance without the need to buy and 

integrate multiple security platforms or hire expert security consultants to 

implement them.   

Businesses with just a basic firewall can enable all the modules for simple all-

in-one protection. 

Businesses with existing security controls can enable just the modules 

required to cover any gaps in required security and data privacy controls.  

 

Integrated ZTNA-2FA-PAM-DAM-Data Privacy Solution 

• Provide secure and seamless access to cloud and on premise resources to 

both internal and remote staff. 

• Multi-factor all internal resources without changes to applications, 

databases or servers. 

• Micro-segment access to applications, resources and data by identity 

workload 

• Block scans on from infected machines and stop ransomware from 

discovering your data assets. 

• Single-sign-on (SSO) for SAML enabled applications , RDP, SSH and direct 

database access 

• Monitor and record privileged RDP, SSH and database sessions 

• Mask and encrypt sensitive data 

• Implement least privileges with access on-demand workflows 

• Monitor all access, administration and policy approval activity 

• Deliver technical safeguards required by cyber insurance policies, security 

certifications and data privacy compliance 
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Mamori Modules 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

mamori for 
IP resources 

protects internal cloud and on premise applications, file shares, 
servers, databases and IoT resources from unverified access 
 

mamori for 

privileged access 

protects servers, databases and data from unverified privileged 
access and operations. 
 

mamori for 
applications 

protects applications and application data from unverified access 
and operations. 
 

Key features 

• Device Registry 

• Multi-factor authentication 

• Micro-segmentation  

• Intrusion detection and threat 

isolation 

• Monitor & audit by user/device 

• Least privilege via access on-demand 

Key Benefits 

• 2FA community free web applications and other 

resources without SAML integration  

• Simplifies administration of access to resources. 

• Users can visualize their own permissions and 

request if needed 

Key features 

• SSO & 2FA cloud applications 

• SSO & 2FA applications on a local 

network 

• Directory integration (cloud or local) 

• Data privacy policies: mask & encrypt 

• Security policies: connection, session 

& end-point 

• Access on-demand workflow 

Key Benefits 

• Simple to extend any local or cloud directory with 

2FA 

• Apply security and data privacy policies without 

changes to application code. 

• Users can visualize their own permissions and 

request if needed. 

Key features 

• SSO & 2FA for RDP, SSH & databases 

• Key based SSH access 

• Record and playback sessions 

• Data privacy masking policies 

• Session & SQL firewall 

• Access on-demand workflow 

• Integrate with DevOps automation 

• Security analytics data mart 

Key Benefits 

• Difficult to impersonate an account because of 2FA, 

SSO and key based SSH. 

• Simplifies administration.  Each server has a few 

service accounts, and mamori manages user access 

to those accounts. 

• Users can visualize their own permissions and 

request if needed. 
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Self-Host In The Cloud Or On Premise  

Don’t want all your application, SSH, RDP, and database traffic routed through a 3rd party cloud 

service, then deploy your own mamori server in your data centre or in the cloud at no extra cost. 

 

Deploy As A Managed Service In Your Cloud Of Choice 

Don’t want to deploy and manage a high available service, then request a managed mamori server in 

your cloud of choice.  We’ll deploy, monitor and manage a mamori service with automatic fail over 

for you. 

 

How to Buy 

Mamori is licensed on a per-user or per-application annual subscription basis. Servers and services 

are free to deploy as many as required.  Businesses with under twenty staff qualify for a free license 

(premium support not included). 

 

 

 

To Learn More, Visit: 

mamori.io 


