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5 Open Ports
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3308

CVE-2018-15919

CVE-2017-
15906

CVE-2021-
36368

/A Vulnerabilities

Remotely observable behaviour in auth-gss2 ¢ in OpenSSH through 7.8 could be used
by remote attackers to detect existence of users on a target system when GSS2 is in
use. NOTE: the discoverer states "We understand that the OpenSSH developers do not
want to treat such a username enumeration {(or "oracle’) as a vulnerability’

The process_open function in sftp-serverc in OpenSSH before 76 does not properly
prevent write operations in readonly mode, which allows attackers to create zero-
length files

** DISPUTED ™ An issue was discovered in OpenSSH before 89. If a client is using
public-key authentication with agent forwarding but without -oLogLevel-verbose, and
an attacker has silently modified the server to support the None authentication option.
then the user cannot determine whether FIDO authentication is going to confirm that
the user wishes to connect to that server. or that the user wishes to allow that server to
connect to a different server on the user's behalf NOTE: the vendor's position is "this is
not an authentication bypass. since nothing is being bypassed”



Background

« Cybersecurity is too complex for
Small Medium Business with little
Cyber skills: attackers are monetizing
data theft, so everyone is constantly
attacked, regardless of size

+ 1S027000 is too high-level for
effective security: cyber risk
conversations provide no assurance that
the company is adequately protected

* Pragmatic approach is needed:
effective and inexpensive so that
management know they are adequately
protected and can focus on the business
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* Maintain Asset Inventory, Perform

Examples of ISO27000 Controls

Log Reviews: companies are asked to
review reqularly (?daily) privilege account
activity, firewall & AV logs. Many perform this
manually Is this effective?

inventory reconciliation: with on-demand
cloud infrastructure changes can happen
daily. Manual update of the inventory list is
time consuming is there a smarter way?

* Reporting and Assessing Security events:

45% of security events (Ponemon study) are
false positives. Wasteful consumption of
scarce resource.

© CrowdSecure




Security Operations Challenges

Too many tools: companies have implemented
technologies to counter cyber threats, these run
in siloed stacks and the increased complexity
hinders timely response

- Lack of automation: too many manual process

Volume of alerts: masks threats and alert
fatigue sets-up

- Skills shortage: struggle to retain and acquire
senior level staff

8 © CrowdSecure




Cyber Attack Stages

Defend Better: Kill Chain: The 7 Stages of a Cyber Attack
if we know the

stages of attack.

We can reduce
risk of attack by
putting In
measures to
disrupt any

attack 2. Weaponization 4. Exploitation 6. Command and Control

Attacks will
happen and
response is
critical

9 © CrowdSecure ( .)

1. Reconnaissance 3. Delivery 5. Installation 7. Action on objectives
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How do Hackers succeed: 2 key areas

. reg Anatomy of a Simplified Attack
« Exploit Vulnerabilities: y ¥

penetrate through defences and
the attack starts

» Gain Privilege Access: social
engineering, attacking the
weakest link: human element

* This can be partly solved with
regular awareness training,
phishing campaigns to validate
staff know-how

Remove the social engineering and human gain elements and you are left with:

Payioad sl

i

Any effective defence strategy needs to reduce this attack surface

10 © CrowdSecure ( m:



Pragmatic Security Strategy

* ldentify: know your assets, identify which

. . NIST Cyber Security Framework
are the critical assets, protect accordingly
o Many online tools to finger-print network orotect TN -

o Your NAS server could be a critical asset

*  Protect:

o End-point protected: Anti-virus and End-
point Detection and Response (EDR)

perform regular Back-ups of critical assets
update systems regularly

implement Multi-factor Authentication, &
conduct regular Awareness training

How do | get the job done?
Answer: Speak with your IT pa
tasks should require est.10 man-d

0O O O O
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Pragmatic Security Strategy
) Dete.ci.:: from your Se(.:urlty logs, : NIST Cyber Security Framework
suspicious events which are continuous
Operations Centre (SOC) to protect
against attack. Some arrangements:
house. -
o Jointly by embed staff into provider team
* Most companies out-source or have staff
embedded with their vendors as SOCs

monitored 24/7 through a Security E denmy orotect TN -
o In-house, outsourced or
are resource and skills intensive

How much to spend on security?
Answer: 8% to 10% of IT budge

12 © CrowdSecure



Security Operations Centre (SOC)

 Managed Security Service
Providers (MSSP): typically cloud
hosted to achieve economies of scale,
a minimum set of security tools and
who’s logs are captured and analysed
for attack indicators

+ Dashboards provide
management at-a-glance views to
track cyber defence effectiveness
and to direct resources and
improve controls where needed

© CrowdSecure
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Dashboards: Enterprise View

Track Changes: provide the CIO an
overview of changes occurring in the
infrastructure

Helps focus attention to anomalies
that suggest potential security
incidents

Data Sources: Critical assets such as
AD, Database, Firewall, Admin activity

E.g. Failed Login, Admin Group
Member Change,

© CrowdSecure

Enterprise Overview
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Dashboards: Importance of Trends

* Trends: power of visual Failed Activity Trend

representation to drive call for action ;

* Helps focus attention to Acceptable
Levels Vs Unusual Behaviour as signs
Of CO m p ro m ise 70N 1220 0% L7 AT V0% V0%

« Data Attributes: Volume count, Dot 87272016 (Atempts: 50
Change Time of Day, Geographic s Atemps

ENTERPRISE\D.Harris 78

Location of Change, ENTERPRISE\G.Brown

mm Oracle  wm Logon Acowey SO Servers  mm File Servery

7

These are examples, dashboard should be customized to
reflect key performance indicators
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Pragmatic Security Strategy

NIST Cyber Security Framework
!dentlfy Protect Detect -
o Run table-top exercises with external
consultants or partners to test plans

I
SOP and execute the plan!

 Respond & Recover:

o expect to be attacked, so its important to
have a plan and exercise it regularly to
protect your business and reputation

o Make sure that the recovery SOP is easny
understood, such that anyone can take the

16 © CrowdSecure ‘ m
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Summary: recap Key initiatives

Identify
o Know your assets, critical asset

Protect:
o Encrypt critical assets, e.g. NAS
Patch regularly
Implement 2FA
Back-up data
Train staff
Detect:
o Monitor for suspicious events, automate as much as possible

Response & Recover
o Recovery SOP that anyone can execute, table-top exercise

O O O O
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Summary

Business Owner, IT Managers starting
on cyber journey:
o Start small and focus on the few important
areas to protect your company,
o Have these done properly

You have implemented cyber security
and still getting breached:

o Change is always hard work

o Ask if existing deployments can be improved
walkthrough People-Process-Technology

o ldentify areas to improve and boldly
implement them, e.g. upgrade Anti-virus to a
AV with EDR, buy services for quicker
improvements

© CrowdSecure
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Useful Security tools

Basic Health check for website and email
o https://ihp.csa.qgov.sqg/

o Created by Singapore Agency for SMEs to perform health check. Call
for Action

Check if you are on the hit list

o Sites that regularly scan for vulnerabilities that hackers check for
targeted attacks

o https://www.shodan.io/
o https://www.shadowserver.org/

© CrowdSecure



ATSOC Value Proposition

Why ATSOC

« ATSOC has been built with leading SIEM tools with strong data
analytics capability. ATSOC is supported by a team with experience
building SOCs for clients in Singapore Gov, Utility and Transport
Agencies and Multinationals

« Automate important tasks that small IT teams struggle to
perform, such as monitoring & alerting on suspicious activity, abuse
of privilege accounts, resource utilization thresholds

« Summarize key indicators aligned to 1ISO27000 or NIST so that
management and team are aligned to drive targeted improvements

« Virtual CISO advisory service available to advise management




Use Cases: Privilege Account Review

- Challenge: Client has no resources to  Automating the review process

review Admin activity, manager improved control effectiveness and
resorts to monthly sign-offs of print demonstrated management
outs, which is an ineffective measure oversight.

- Solved by understanding what are
unauthorised privilege account
activities, ATSOC helps to reduce the
review requirements by filtering out
routine changes so that the manager
need only focus on the
exceptions E.g. Time of change,
matching with Change
Ticket, sensitive command use
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Use Cases: Insider Threat

- Challenge: Insider Theft is a problem (Critical data needs to be access
that many organizations ignore. Events -gontrolled and monitored for

such as leaking sensitive customer unauthorized access. Automating the
data, pricing, contact lists, and theft of  monitoring and detection is essential
company intellectual property and for its protection.

erode competitiveness and hurt

the business. Types of Insider Threats

- Solved by controlling and monitoring
access to critical data defends
against insider attacks, ATSOC helps
to detect such attacks by reporting
suspicious activity E.g. activation of
dormant accounts database level

a transfers,
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Use Cases: Critical Resource Monitoring

- Challenge: Client has no 24/7 Active 24/7 monitoring of only the key

capability to monitor and alert Support  resource indicators, ensure service
Teams when critical resources exceed  continuity and proactive security

safe operating thresholds management

- Solved by capturing in real time,
performance telemetry data, and
setting auto-alerts, ATSOC's 24/7
service keeps a constant watch on key
indicators such as CPU, Memory, -
Storage, WAN Usage levels, and ',i et

-“u;"‘

client agreed protocol to alert Support _ o s&ér‘” ﬁ
Teams to support client Service Levels ﬂm,. A Fﬁi?*
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