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All-Time High: Over $3.8 Billion Crypto Stolen in 2022
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Source: Chainalysis Crypto Crime Report 2023



I N T R O D U C I N G
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The Ultimate Anti-Theft Lock



After Theft: Recovery

Active recovery of stolen crypto

Stolen Crypto Recovery

Investigate movement of funds

Anti-Theft Today: Before & After The Fact
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Before Theft: Prevention

Sending alerts when suspicious 
transaction activity is detected

Web3 Threat Detection

Security Precautions 
common amongst enterprises 

managing digital assets

Investigation & Reporting

Incident Response
initiated in the event of theft or 

other financial crime
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Secure storage/sharding of private 
keys which protects digital assets

Cold Wallet Storage / Custodian



Active recovery of stolen crypto

Stolen Crypto Recovery

Investigate movement of funds

FailSafe: Automatic Theft Prevention & Recovery
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During Theft

Real Time Theft Intervention

Investigation & Reporting

Incident Response
initiated in the event of theft or 

other financial crime
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Sending alerts when suspicious 
transaction activity is detected

Web3 Threat Detection

Security Precautions 
common amongst enterprises 

managing digital assets

Secure storage/sharding of private 
keys which protects digital assets

Cold Wallet Storage / Custodian

24/7 Monitoring

Theft Detection

Instant Recovery



Attacker Obtains 
Private Key or 

Unlimited Approval 
to Spend Funds

Attempted Hack

Malicious 
Transaction is 

Reverted

Assets Safe

Safe Transaction 
Confirmed and 

Assets Moved to 
Safe Self-Custody 

Contract

FailSafe Initiates 
Safe Transaction to 
‘Overtake’ Malicious 

Transaction

Hack Neutralised

FailSafe Detect 
Malicious 

Transaction 
Queued in the 

Mempool

Hack Detected

Attacker Submits 
Transaction

How FailSafe Stops Theft

CONFIDENTIAL © Eleos Labs Securing the Future of Web3



Securing the Future of Web3CONFIDENTIAL © Eleos Labs

Product Showcase
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Instant Recovery

Theft Detection

Activate Anti-Theft

Connect Wallet
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Instant Recovery

Theft Detection

Activate Anti-Theft

Connect Wallet
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FailSafe Roadmap

Q3 2023 Q4 2023 Q1 2024

● FailSafe Beta Launch

● ⛓ Support on 
Ethereum, Polygon, 
Binance

● FailSafe Live Launch

● ⛓ Additional Chain 
Support

● Token 2049 Event

● ⛓ Additional Chain 
Support
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Beta Testing Support

As a beta tester for FailSafe, you will be one of the first to 
benefit from the anti-theft service and receive priority 
support from our team and preferential discounts when 
the product is available to public. We look forward to 
your feedback.

Sign Up for Beta Now

https://www.linkedin.com/in/aneirinflynn/
https://eleoslabs.io/failsafe/


Helmed by Leading Experts in CyberSec and Cryptography

Dr Ari Medvinsky
Group CTO

Wui Ngiap Foo
Group CEO

Dr Ben Livshits
Scientific Advisor

Aneirin Flynn
General Manager

Daryl Png
Go To Market
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Experienced Executives

Mohan Raj
Blockchain

Eeva Foo
Product

Elston Sam
Product

Henry Ondo
Business Development



Partners
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Event Overview

VIP Luncheon
Token2049

Panel Discussion

The State of Web3 Security

VIP Preview: Securing the Future of Web3
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Dr Ari Medvinsky
CTO, Eleos Labs

Tom Schmidt
Partner, Dragonfly

Kang Li
Chief Security, Certik

Eyal Markovich
COO, bloXroute

Supported byLive Anti-Theft Demo

Speakers to be confirmed

50+
Companies, VCs, 
Media, Partners

VIP
C-Suite
Invitees

Aneirin Flynn
Moderator

Blockchain
Security & 
Anti-Theft

Topic
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For enquiries or to find out more, please contact:

Mr Aneirin Flynn
General Manager
aneirin@eleoslabs.io 

Connect with me on
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