When staff no longer perform their roles under the direct oversight of supemnvisors™ (a2 change in
control environment), coupled with the ability to access confidential information such as customer
data (a change in information governance policies and system access controls)yStaff / have more
opportunity to misuse confidential information (an increase in misconduct riskS)yW uld le
legal and/or regulatory risks if the misconduct occurs
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User knowledge of identifiable Dynamic Adaptive Markers deter misuse of screen capture, enhances user
information security awareness and minimizes sensitive & classified information leakages.

How do you DETER users or outsiders from using mobile cameras to capture laptop or computer
screens?

Challenges

The accelerated adoption of Work From Home (WFH) to maintain productivity as a consequence of the
Pandemic expanded the avenue of inadvertent or malicious leakages of sensitive or classified information
resulting from screen captures especially with the lack of environmental monitoring outside of the office.

User Resistance
Most users are very resistant to user experience degradation. Solution needs to be adaptive to the user
environment and generate dynamic screen markers for tracing and deterrence.

How AgileMark solves it

Our solution creates on-screen markers based on the user information and under different conditions will have
different characteristics. For example, when the user is in or out of the corporate network markers will be
displayed in different places of the monitor.

This increases user acceptance with dynamic and adaptive markers. Markers change with conditions, adapting
to the user's environment.

Benefits

1. Deter user from capturing sensitive data with external devices like mobile camera.

2. Increase information security awareness and encourage good practices such as use of Lock screen or
Sleep Mode when not around your machine

3 Traceability of the machine that leaks the information. Tracing sneak shots that might be taken with or
without the user consent

Deployment
- Cloud based : Download our agent from our cloud and start using now
- On Premises : Deploy Client and Server model

JJ Innovation Enterprise Pte Ltd understand that every business is unique and no two businesses are going to
have exact same needs, and this is where our bespoke services can cater to each of your business cyber-
security and data requirements. Contact us now enquiry@jj-innov.com
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