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FOFA platform is a cyberspace search engine for all IT assets on the internet, such as IPs, domains, hosts and

product info.

What is FOFA？



Cyberspace Search Engine Core
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FOFA  

Port Scanning Protocol Identification

Vulnerability
Scanning

Asset Identification

- Asynchronous stateless 

port scanning technology

- Identifies 1000+ ports

- Flexible & extensible

- Self-developed scalable protocol 

identification algorithm

- Supports 1300+ protocols

- Identifies more than 85% open ports

- Fingerprint rules covers 7 large

categories

- 80+ subcategories

- 360,000+ fingerprint rules

- POCs for vulnerability

scanning

- Submitted by white-hats

globally

- 5000+ POCs
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Product Positioning

Prov ides pub l i c ne twork
superv is ion so lu t ions

R e g u l a t o r y
A g e n c i e s

Ass is ts ta rge t se t t ing
and IT asset

in fo rmat ion gather ing

R e s e a r c h e r s

Prov ides at tack sur face
mapp ing so lu t ions

E n t e r p r i s e sProv ides power fu l asse t
co l lec t ion capab i l i t i es

E t h i c a l  H a c k e r

Prov ides research ta rge t
and asset co l lec t ion p lan

S e c u r i t y R e s e a r c h
I n s t i t u t i o n s
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Core Function – Search Engine
FOFA can search all public network IT assets and supports extensive query keywords. 

There are currently 52 query keywords, which can cover almost all user scenarios.



FOFA can provide detailed information on the searched assets, including but not limited to Top5 ports, products, 

services, operating systems, certificates, website titles, and more.

Core Function – Search Engine



FOFA can perform statistical analysis on the geographical location of assets.

Core Function – Search Engine



FOFA can also display the search results for distribution of assets through visual charts.

Core Function – Search Engine



FOFA can accurately identify IT assets through IP, port, protocol, domain name, etc., identify software & hardware 

products via alive ports, and manage components hierarchically.

Core Function – Asset Identification

Component

ip

port protocol

country

org. as

host

icon domain

title

... ID

Name

Gender Age

Birth

Job married or 
not

Balance

Income Job Title

Education

...



FOFA can accurately identify IT assets through IP, port, protocol, domain name, etc., identify software & hardware 

products via open ports, and manage components hierarchically.

Core Function – Asset Identification



Based on unique features generated by extracting the structural relationship of the website, website aggregation is 

carried out through Web Feature Identification fingerprint, where assets with similar structure and content can be 

found.

Core Function – FID Fingerprints

It can be used for asset discovery, 

automatic clustering of websites, 

asset expansion, and investigative

search.



On the FOFA platform, the effect of fuzzy search can be realized by using the wildcard matching function. 

For example, when searching, wildcards "*" and "?" can be used in keywords to match different characters and 

character strings for fuzzy search.

Core Functions – Fuzzy Search



The core capability of FOFA’s fingerprint rule set is to help users sort out assets without manually collecting asset 

characteristics. Users can directly search for rule names and FOFA makes associated recommendations based on 

past searches. 

Core Functions – Fingerprint Rules



Search results can be exported and downloaded from FOFA web platform.

Core Function – Download Reports



FOFA, as a leader in cyberspace asset mapping, identifies and marks honeypot data through self-developed 

algorithms to help users avoid honeypot system and locate target assets.

Core Functions – Honeypot Identification



FOFA provides APIs for one-click direct access to the target, including standard interfaces, statistical aggregation interfaces, HOST 

aggregation interfaces, and streaming interfaces for quick calls.

Users can also sign up for professional or institutional accounts to adjust speed limit to obtain data more quickly.

Core Function - API
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Application Scenarios – Vulnerability Warning

Compared to traditional vulnerability database

containing vulnerability level, vulnerability name, 

and potential impact, FOFA adds additional

dimensions such as the scope of influence and 

whether it contains critical assets to its 

vulnerability database.

This can help regulatory agencies quickly locate 

risky assets and improve emergency response 

speed .

Such as: log4j2



Application Scenarios – Asset Identification

It is often difficult for large enterprise to identify all IT

assets connect their network, especially with more

data stored in the cloud nowadays.

Large enterprises have the need to clearly grasp 

the exposed surface of network assets that they 

need to protect and understand comprehensively 

the security risks in their network assets.

FOFA can extracts the corresponding relationship 

between assets and enterprises through multi-

dimensional domain, cert, icon, etc., allowing 

security experts to identify open assets of 

enterprises from the perspective of "attackers".



Application Scenarios – EASM Product

FOEYE   FORadar

FOBrain

Data source - Asset mapping

Supporting capability

CMDB、EDR、traffic 
analysis systems、
Vulnerability scanning 
system、Cloud 
platform......

Data Source - Third party data sources
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Best Search Engine for Network Exposure Globally

FOFA Highlights



"FOFA – the Google search engine
for all IT assets in network space”

https://fofa.info/

Most accurate network asset scan results

AI-based search recommendations

Support flexible query syntax combinations

52 Query syntax search 800+ 0Day
Vulnerabilities

300k Global security
professionals

5000+ Vulnerabilities
POC

Ave. Time on site17min Fastest POC update globally

7.3b IPv4 network
coverage

360k Fingerprint
rules

FOFA quickly gained global recognition of security 
professionals and was ranked 17,320 in all internet
traffic on Sept 14, 2021, successfully surpassed the 
top US player - Shodan in popularity and became #1 in 
the sector.

FOFA Highlights



The core capability of network search engine requires long term accumulation of asset database,
which is also the unbreakable competitive advantage of FOFA platform.

Test Criteria

Goal： Random scan
of 23 IPs in key areas
over the global

Performance Results

Testing method：
record and compare
the scanning results
of target IPs using 5
top network
scanning platforms

In 8 hours

In 24 hours

In 48 hours

In 72 hours

Time: Oct 2021

23 / 23

23 / 23

22 / 23

17 / 23

ZoomEye

21 / 23

10 / 23

2 / 23

0 / 23

6 / 23

2 / 23

0 / 23

0 / 23

10/ 23

4 / 23

2 / 23

0 / 23

23/ 23

4 / 23

8 / 23

0 / 23

FOFA is the only platform with 95% accuracy rate within 24h, and 100% accuracy rate within 48h.

FOFA Highlights



Offers flexible cybersecurity solutions and products using core FOFA search engine.

Cyberspace Mapping

Data Analytics
10+ AI-based data analytics engine developed

in house

Data Collection
7.5 billion network assets, broadest

coverage in the cybermapping industry

Data Library
800+0Day，5000+POC，5000+EXP……

Largest fingerprinting & POC database in the industry

Core Engine

10010010101001000 010101001000
01110000

00101
001001001

100100110100

Solutions

For 8 key industries
Finance Telecom Regulatory

Agency
Military Industrials Transportation Energy Education

FOFA Highlights



FOFA platform actively used by cybersecurity professionals,
largest security expert community.

17min Ave. Time on site

12k Individual IP access
5% from US

https://fofa.info/

“All our security and IT
team use your platform on
daily basis”

“Can’t believe it is done by 
Chinese people”

“This could be really cool if 
open source or extensible”

“How to build a network scanning 
analysis Platform-Part I: 
medium.com/@fapro0…”

FOFA Highlights



Thank you!


