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RESEARCH AND INNQVATION

Nettitude has a dedicated and focused team of
vulnerability researchers that work with our partners
to identify security vulnerabilities in hardware and
software devices.

We regularly identify vulnerabilities in applications,
embedded devices and loT technology. We have
identified many unique zero-day vulnerabilities in a
range of technology applications and platforms, and
our team of researchers has been assigned many
unique CVE numbers for their work.
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We are proud to be one of a handful of companies
worldwide that are certified by CREST across all of
their key disciplines. Our team of consultants have
achieved the highest accreditations for Penetration
Testing, Red Teaming, Incident Response Services and
Threat Intelligence. In addition, Nettitude is
an accredited ASSURE Cyber Supplier for the
Aviation industry.

22N Nettitude... your trusted
V7 cybersecurity partner
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CYBER INCIDENT RESPONSE TEAM

If you experience a security incident at your organisation
and are looking for immediate assistance with Incident
Response, Nettitude has a team of highly trained, CREST

At Nettitude, we are passionate about cybersecurity and managing cyber risk — keeping your data and your
business secure and protected at every stage of its journey. We aim to be your trusted cybersecurity partner.

certified incident responders in the UK and US ready to
help you investigate and recover your business.
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QUALIFIED SECURITY
ASSESSOR

Nettitude is certified by a range of governing bodies
for our work within highly regulated industries,
including the financial and payment card sectors and is
approved as a Qualified Security Assessor (QSA)
and PCI 3DS, PCI ASV and ISO 27001 Lead Auditor.
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SECURITY OPERATIONS CENTRE

Nettitude has been delivering Managed Security
Services globally since 2003 and was the first
organisation to be accredited by CREST for our
Security Operations Centre. We provide both
proactive and reactive services through our team of
highly skilled consultants, including global security
and network operations, 24/7 logging, collection
and support, and industry reports from our

research and innovation team.

Founded in 2003, Nettitude is an award-winning provider of cybersecurity

services, bringing innovative thought leadership to the ever-evolving cybersecurity
marketplace. Leveraging our tenacious curiosity, we aim to operate at the forefront
of the industry. Through our research and innovation centres, Nettitude provides
threat led services that span technical assurance, consulting and managed
detection and response offerings.

We are driven by a desire to build and deliver the best cybersecurity propositions

in the industry and stay abreast of the evolving legislative and regulatory
cybersecurity landscape. This helps our clients to prioritise their cybersecurity risks,
enabling them to focus on the activities that are core to their business.

We provide pragmatic cybersecurity for industries such as finance & banking, IT,
technology & engineering, maritime, retail, healthcare, manufacturing, and critical
national infrastructure.

Please contact one of our consultants to discover how we could become the
trusted cybersecurity partner for you and your company.

Karen Bolton, CEO
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O 2 What Does Nettitude Offer?

Nettitude is an award-winning provider of cybersecurity services, bringing innovative thought leadership to the
ever-evolving cybersecurity marketplace. We operate a wide range of services under the following six key areas:

1: Penetration Testing

As a leading penetration testing company, Nettitude
holds the most coveted accreditations across the
world. Most of Nettitude's security consultants

hold OSCP, OSCE, CREST certified Infrastructure
Tester (CCT Inf), CREST certified Web Application
Tester (CCT App) and CREST Registered Tester

(CRT) certifications, as well as CREST CCSAM and
CCSAS red teaming qualifications. Nettitude regularly
provides penetration testing for leading global
businesses as well as government organisations,
and we have a robust testing methodology that
extends across infrastructure and application testing
engagements. Although every penetration test is
tailored to our clients' individual needs, we follow
the same proven methodology so as to maintain a
consistent and reproducible set of results. We offer:

Web App Testing
Infrastructure Testing

Wi-Fi Testing

Mobile Device & loT Testing
CBEST & STAR Testing
Cloud Service Testing

Code Review Services
Firewall Security Testing
Red, Blue & Purple Teaming
SCADA & ICS Testing
Social Engineering

ASV Services

2: Security and Risk Consulting

We advise our clients on how to address information
security, risk and compliance needs to identify
vulnerabilities and assess technology and business
risk to meet compliance mandates such as PCI DSS,
GDPR, ISO 27001 and more. Our security consultants
hold CISA, CISM, IS027001 Lead Auditor and CISSP
qualifications, among others.

Our approach helps organisations achieve these
mandates in an efficient manner, minimising their
risks of a cybersecurity breach. In addition, we help
organisations make informed decisions on how to
allocate resources to manage information security
risks and compliance. Doing this against client
business requirements and objectives ensures a
customised and workable solution. We offer Security
and Risk Consulting around:

DPA & GDPR Guidance

ISO 27007 Implementation & Support

Cyber Essentials

Cybersecurity Reviews and Strategic Guidance

Governance & Oversight

Virtual CISO

Risk Management

Security Awareness Training

Security Policies & Procedures

3: PCI DSS Compliance Services

PCI DSS is a set of requirements for payment
account data security and is vital if you handle any
sort of credit card data within your organisation.
Our range of experience, accreditations and client
testimonials demonstrates why we stand out from
the crowd. Nettitude is one of the most experienced
organisations in the world for PCI compliance
consulting, auditing and pragmatic security

solutions. We offer:

PCI DSS Gap Analysis

PCI DSS Maintenance & Support Services
PCI DSS Audit & Certification

PCI DSS Policy & Procedure Creation

PCI DSS Training

PCI DSS ASV Scanning

4: Incident Response

Nettitude has been delivering cybersecurity services
since 2003 and delivers Managed Security Services
(MSS) globally. We deliver both proactive and
reactive services through our team of highly skilled
consultants and through our advanced Managed

SOC Services.

SOC-as-a-Service Nettitude's Managed Services Offering:
Whether you require a SIEM solution or a combination

of tools and services to protect your entire organisation,
Nettitude's SOC-as-a-Service can be customised by
selecting service components suitable to protect your
environment and critical systems.

Nettitude's SOC as a service utilises leading security
technology vendors, combined with automation and
orchestration to deliver a robust and comprehensive
Managed Security Service offering to suit your needs. The
flexible and component-based offerings can be selected
or added to as your cybersecurity maturity evolves.

b: Incident Response

If you experience a cybersecurity incident and are
looking for immediate assistance with incident
response, Nettitude has a team of highly trained
CREST certified incident responders ready to help
you investigate and recover your business. We offer:

IR Management
IR Testing
IR Maturity Assessment

IR Compromise Assessment

6. Security and Network Solutions

Security and networking projects can be challenging.
Nettitude helps organisations to establish a security
roadmap and strategy, whilst removing some of

the typical barriers and challenges that prevent an
organisation from running smoothly during any
transformation process. From initial design, to
delivery and ongoing maintenance, we can deliver
scalable and appropriate solutions to fit the current
security landscape and reduce the risk from cyber

threats. Solutions include:

Network, Security and Cloud consultancy

Close partnerships with market-leading
cybersecurity vendors

Cloud Security solutions
Emerging technology
LAN, WAN and WLAN Enterprise solutions




O 3 Threat Intelligence-led Cybersecurity

Nettitude believes that a holistic approach to security is needed. Knowing that you are protecting assets of
value, and ensuring you have the right controls in place to address the risk, is a vital first step.

Swamped in indicators saying you are under attack?

We believe threat intelligence data feeds are best left

to automation in your firewalls and IPS/IDS. Our Cyber
Threat Intelligence services are delivered by real-life
humans, as our CREST certified team of analysts produce
actionable cybersecurity intelligence information specific
to your organisation.

Threat Intelligence-led testing allows you to fully
understand the threats that are out there, ready to attack
your organisation at any given time. If you can understand
the threats, you can understand how they work and put
people, processes, and technology in place to prevent
them from gaining access to your networks and data.

Managed
Security
Services

Once you have secured your assets, you need to verify the
protection through appropriate testing and simulation.

A process of improvement, governance and change
management will provide ongoing confidence in your
controls while a proactive monitoring and response
mechanism allows you to deal with events and suspected
breaches as they occur.

Training &
Strategy

LRQA
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UK Head Office Americas Asia Pacific Europe

Jephson Court, Tancred 50 Broad Street, 18 Cross Street, Leof. Siggrou 348

Close, Leamington Spa, Suite 403, New York, #02-101, Suite S2039, Kallithea, Athens, 176 74
CV31 3RZ NY 10004 Singapore 048423 +30 210 300 4935

Follow Us solutions@nettitude.com
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