Intrusion | Netweb Threat Intelligence

See the unseen. .
Know the unknown. ,:
4

Intrusion combines network visibility, threat intelligence, and

automated detection andresponse to help security teams know
what threats are active in their environment while remaining
protected from them.

Get contextualized, relevant, and actionable insights

to hunt andidentify:

© Advanced persistent threats © Insiderthreats
© Zero-Day exploits © Data exfiltration

® Ransomware © Reconnaissance
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3 decades of history Real-time packet All network traffic

on billions of IPs evaluation inspected, bidirectionally

Powered by the Intrusion Global Threat Engine

The Global Threat Engine is a decision engine that enables real-time evaluation of all connections
based on a combination of history, behavior, reputation, and expert analysis.

History Reputation
30 years of history for billions of IPs, Almodels assess each IP address and domain
domains, and hostnames name based on ownership history, origins, and

known associations

Behavior Manual Analysis

Normal and suspicious patterns of Cyber threat hunting and network vulnerability
behavior and communications codedinto expert analysis augments the data and is coded

advanced behavior models into advanced intelligence models ,"
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Shield OnPremise

Your always-on threat analyst

Withtoday’s ever-expanding attack surface, visibility and speed are critical to protecting your ¢
organization’s most valuable data. Shield OnPremise is a physical appliance that sits behind your firewall ¢ Y 2
and analyzes all traffic entering and exiting your network. Known malicious orunknown IPs are blocked, 2 <
trusted IPs are permitted - all without impeding everyday business or network speeds. o X X2
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See allinbound and Find out where Shield OnPremise
outbound blocks connections are - -

ina f Differentiators
See thereal-time list of all blocked comingirom

connections. Drilldownon an
individual connection to see more
details like why it was blocked, risk
level, etc.
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Identify the top
offending devices

Quickly see which devices have the
most malicious connection attempts

to prioritize remediation efforts.

Aninteractive map shows you
what countries your businessis
communicating with the most.

Getinformed threat
intelligence

No wasted time sifting through
intelligence feeds.Only look at
theintelligence relevant to your
current network activity.

© Full network visibility
© Bidirectional protection
© Assisted threat hunting

© Enhances performance
of existing products

© Increased protectionfrom
Zero-Days and ransomware

© 24/7 monitoring with no
generated alerts

© Reduction of security alerts
from your other products

© Powered by the Intrusion
Global Threat Engine
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Netweb is a leading provider of Servers, High-end Workstations, Storage
Arrays, Cloud Setup's & HPC solutions that are customised using the right
technology blocks to suit every individual business requirement, with 20
years of experience in the technological industry.

Netweb

www.netwebtech.com info@netwebtech.com




