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Our Story

2014

e Startup of company

® Sales of computer
hardware, peripherals and
accessories

2019

eManaged Service provider
*|T Ops

eData Centre colocation
e\/irtual Private Cloud

2022
*SME 500 Singapore

2023

*CSA Cyber Essential
Mark Certified

2024

eStart of CSA Cyber Trust
Mark application

eStart of PSG Preapproved
ICM Vendor application

2025

*To be CSA Cyber Trust Mark
certified

*To be part of PSG
Preapproved vendors

eTo be a trusted
cybersecurity service
providers for companies
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Our Expertise

* We plan and build the IT
infrastructure you need to
prepare your business for
future growth.

e Our extensive consulting
services ensure you get
the foundations of your
digital journey right the
first time

": ¢ \Ve manage your IT

O systems for you to ease
the burden on your in-

Q. house team and
proactively safeguard you

S from outages.

N

¢ \We offer customizable
support tiers to grow with
your business.

¢ \We deploy state-of-the-art
cybersecurity and disaster
recovery solutions to keep
your mission-critical apps,
data, and operations safe.

¢ \\Ve take a proactive
approach against
cyberthreats.
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Our Core Service Products

. sFortinet
VWe empower businesses with Robust Defense, Seamless Unified Threat .Sf)pL”oes
Backup, Proactive Vulnerability Checks, and Unified Threat Management NN
Oversight.

We deliver robust defense mechanisms to thwart attacks,

ensuring uninterrupted operations. Endpoint QAEIES C03F PO
Protection eSentinel One Control
Our seamless backup and disaster recovery solutions act as Platform eSentinel One Complete

a failsafe, guarding critical data against unforeseen
calamities.

_ . Manage *Sentinel One Singularity
Proactively, we employ vulnerability assessments, detection and eSentinel One Vigilance
pinpointing potential weak spots before they can be Response «Stellar Cyber SIEM XDR
exploited.

Our unified threat oversight consolidates multiple security
processes, providing a cohesive view and robust response
to emerging threats.

Continuous
Security *Ridge Security
validation
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Empowering Growth:

Tailored IT Strategies, Personalized Solutions

The success of your business starts with finding the right
IT partner. \We provide the tech tools and expertise you
need to build, manage, and protect your digital journey.

With a foundation of being prudent firmly in place,
businesses across all industries have access to incredible
growth potential with us as their network partner.

Sakal network collaborates with selected partners to
deliver an array of services, all designed to fuel our
customers' growth journey

& 2 X =

Cloud Managed Backup Products
Computing Service ~ & Recovery Distribution
E N @ —

e aB =
Digital . Digital Managed IT Project
Web Media  Transformation Security Management
X +
L L A N
ANV Strategic IT  Web & Mobile Digital
Solution Consultancy  Development Marketing
‘ £ [
Go to Market Algorithmic ML & Al EDI &
Ecommerce Trading  Development Data

Warehousing
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Our Services

* Managed IT Service Provider

» Strategic planning and IT consultation

* Cybersecurity compliance and assessment services

* Vulnerability scanning and Penetration testing

* Hosting services on Virtual Private cloud and Public cloud
*  Microsoft Office 365 and Google Workspace services

+ System integrations for legacy environment
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Our Product Range
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Acronis Cyber Protect

Acronis delivers the most complete cybersecurity
and data protection in a single solution

Natively Highly

integrated efficient

= Complete integrated security stack = Low management effort

= Behavior-based detection = Low impacton performance

= Single agent, single management console, = Fasttechniciantrainingand customer
and single policy for all protection onboarding

Built for MSPs and
IT departments

= Easeofuse

= Mass management for multitenant
environments

= Platform for integrating IT tools
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il

GOVERN

= Provisioning via a single
agent and platform

= Centralized policy
management

= Role-based
management

= |Information-rich
dashboard

= Schedulable reporting

IDENTIFY

Software &
hardware inventory

Unprotected
endpoint discovery

Content discovery
Data classification

Vulnerability
assessments

Acronis Cyber Protect

A
PROTECT

Security
configuration
management

Patch management
Device control

Data Loss
Prevention

Security training

t@
DETECT

Al/ML-based
behavioral detection

Exploit prevention

Anti-malware & anti-
ransomware

Email security
URL filtering

Ea

RESPOND

Rapid incident
prioritization
Incident analysis

Workload
remediation with
isolation
Forensic backups

Remote access for
investigation

€9
i

RECOVER

Rapid rollback
of attacks

One-click mass
recovery

Self-recovery
Backup integration

Disaster recovery
integration
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Acronis Cyber Protect

« Extended Detection & Response (XDR)

* Endpoint Detection & Response (EDR)

+ Behavioral-based endpoint protection with
visibility across most vulnerable surfaces -
email, identity, Microsoft 365 apps

* Al-based attack summaries and interpretations

* Response with integrated remediation
and recovery

« URL filtering, exploit prevention

Managed Detection
& Response (MDR)

+ Email security protection

* Microsoft 365 SharePoint, OneDrive
and Teams security protection

* Anti-phishing and BEC

* Malware protection

« APT and zero-day protection

= Account takeover detection

» Incident response service

Optimize for every workload

* Content flows control
+ Content discovery*
* User activity 7 Cantralizad . Ban::((ll:‘;;dof 20+
monitoring® + Anti-ransomware plans i mimvmd ‘S)l'::’:ge o
« ML-based Menagemen Micrasoft 365 and
* Hardware Google
‘ant-malware i gle Workspace
protection Lk + Local and cloud
il storage
= Vulnerabili
ity desktop (RDP) + Encryption and
deduplication
« #CyberFit score
* Ransomware-
beckp = Test fallover
» Device control = Cloud-only VPN
connection

ADVANCED MANAGEMENT

+ Automated Patch Management

* ML-based monitoring

* Secure remote script execution

« Next-gen remote desktop and
assistance

+ Automated pre-patch backup

* HDD health monitoring

- Software inventory

« Software deployment®

* One-click mass recovery

* Continuous data protection

* Backup frequency for Microsoft
365 and Google Workspace

« Off-host validation, replication
and conversion to VMs

* Support for more workload types

o
TANDARD PRODyCy

MANAGEMENT (e

Workload

Acronis
Cyber Protect Cloud

Rapidly launch services

* Production & test failover
to Acronis Cloud

« Orchestration with runbooks

« Al-assisted Automated test failover

* Multiple connectivity options: IPsec
Multisite VPN, L2 site-to-site open VPN

* Point-in-time recovery

« Integrated ticketing

- Automatic time tracking

» Biling and invoicing

- Contract and SLA
management

« KPI reporting

+ Integrated quoting

Consolidate vendors
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Acronis Cyber Protect

Acronis is a comprehensive data protection solution that offers:

Continuous data protection and backups
Disaster recovery
Secure file sync and share services for businesses of all sizes.

Scalable on-demand.

AN N N RN

Advanced features — Email Security, Ransomware protection for added
security.
v' Utilizes artificial intelligence to identify and stop ransomware attacks

before they can compromise your system
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SentinelOne

Why SentinelOne?

Gartner

== Magic Quadrant

A Leader.

SentinelOne is a Leader in the
2023 Gartner Magic Quadrant for
Endpoint Protection Platforms.

Gartner Ranks SentinelOne
Highest Among All Vendors
in Critical Capabilities

e

=
[

MITRE

T
ENGENUITY.

100% Protection Zero Misses

SentinelOne delivered full protection and
was fastest lo detect and block attacks.

Zero Delays
SentinelOne detections deliver on their promise
out of the box, in real time, without delay.

Highest Analytic Coverage
3 Years Running

SentinelOne leads the pack in automatic
correlation & contextualization of alerts.

Gartner
Peer Insights.

4.8 Rating

Across EPP, EDR, and CWPP

9 6 % \Ig:;ci?nmend
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SentinelOne
Sinqularity ENDPOINT

Legacy EPP+EDR tools are often
difficult to deploy and maintain

B

80% of successful breaches are new
or unknown zero-day attacks

€

Hybrid workplace and BYOD create
cybersecurity blind spots

Attackers average a breakout time of

© [

Organizations have Growth in ransomware- 1 hour and 38 minutes
experienced an endpoint related data breaches
attack that compromised from 2021 to 2022

Manual response playbooks increase

data & IT infrastructure ,
adversary dwell times

@
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SentinelOne

Robust Prevention
& Control

Use-cases

= AV/NGAV replacement
» Ransomware protection
= Endpoint hardware control & suite features

Benefits

= Modern protection
« Agent consolidation

» Broad platform support
+ Fast time to value

Prevention And Control Capabilities

= Autonomous operation
= Al-based malware & ransomware protection.
No signatures.
+ Control USB & Bluetooth devices
» Control bi-directional network traffic + location awareness
= Discover rogue endpoints + remote agent push*
= Inventory all application
= AppControl preserves workload image immutability

o ‘. o o o
Global Preventi Detect; Resp Hunting XOR
platform & control
L BN
] [ ]
e 0%,
* o e0 o © o,
e o * e 00y ©
e © o %o i >
®e e o o o e
e o e o
e ©
=0z \g >3
Firewall USB Bluetooth Rogues
000 o—s,
/
88¢ O &
App Remote Apps
Inventory shell Control
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SentinelOne

SentinelOne is an endpoint security platform that provides:

v Real-time threat detection, prevention, and response capabilities

v'Al-driven approach to threats and prevention

v Active EDR (Endpoint Detection and Response), which traces and negate
malicious operations

v Behavioural Al recognizes abnormal behaviour and can swiftly respond to
both known and undiscovered threats

v" An autonomous feature neutralize threats automatically without human
intervention

v Detailed reports and visibility insights
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Our Valued Clients
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Cybersecurity Trends in 2023

Top Cybersecurity Trends in 2023

Responsive Restructuring Rebalancing
Ecosystems Approaches Practices
« Threat Exposure « Cybersecurity +« Human-Centric
Management Platform Security Design

« ldentity Fabric Consolidation « Enhancing People

Immunity « Security Operating Management

« Cybersecurity Model Transformation | Increasing Board
Validation « Composable Security Oversight

[
Sustainable Balanced Cybersecurity Programs

Gartner.

Source https://www.gartner.com/en/articles/top-strateqgic-cybersecurity-trends-for-2023
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Case studies

*  Between January and August, more than 1,400 victims in Singapore lost at least
S$$20.6 million in total, police said.

»  “Building malware is so commonplace that there are publicly available tools,
known as open-source software, that scammers can use to automatically build
their app. ”

*  “And it could affect Android, Windows or iOS. Anything could be possible with
time”

*  “In Singapore, the Monetary Authority of Singapore (MAS) and the Infocomm
Media Development Authority (IMDA) proposed this week a way in which
companies and consumers could share losses arising from scams.

If they are found to have breached their responsibilities, financial institutions and
telecommunication companies (telcos) may have to compensate their customers
who fall prey to scams.”

Source - https://www.channelnewsasia.com/cna-insider/malware-apps-phone-scams-cybercrime-hotspot-
hackers-387738
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It takes 20 years to build a reputation and
few minutes of cyber incident to ruin It.

Stephane Nappo

r / |

People often represent the weakest link in the
security chain and are chronically responsible
for the failure of security systems.

Bruce Schneier
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Thank you

www.sakalnetwork.com

itsupport@sakalnetwork.com

Contact us at
sales@sakalnetwork.com

Alternatively, Mr Neo at

aiktee.neo@sakalnetwork.com
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