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About Momentum Z

At Momentum Z, our DNA comes from the defense industry. We are aligned to the national
agenda in cybersecurity and data protection measures at each of the three stages of growth for
SMEs in the Digital Economy. As a partner in the CSA/IMDA programs, we offer comprehensive
consultancy services including Cyber Essentials, Cyber Trustmark, Data Protection Essentials
and Data Protection Trust Marks, ISO27001, and other cyber-risk management. Our missionis to
help you navigate the complexities of cybersecurity, ensuring your business remains secure and

compliant.

We leverage our expertise to offer a seamless experience, from initial consultation to
implementation and ongoing support. Our team is dedicated to helping organizations achieve

optimal security posture with minimal hassle.

Shane Chiang,
Co-founder and CEO
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Our Proven Expertise in Cybersecurity and Data Protection

Cyber Breach Response: A significant 30% of our clientele have experienced cyber
breaches. In these critical situations, we’ve provided comprehensive forensic
analysis, effective mitigation strategies, and established robust cybersecurity
infrastructures to safeguard against future threats.

PDPC Breach Management: We specialize in supporting organizations through
PDPC breaches and subsequent regulatory reviews, navigating the complexities of
compliance and rectification.

Financial Institutions Security Testing: Our Red Team engagements for financial
institutions are designed to simulate sophisticated cyber-attack scenarios, testing
and enhancing the resilience of their security measures.

Certifications: We have successfully guided numerous organizations in achieving
certifications such as Data Protection Essentials, Cyber Essentials, and the
prestigious Cyber Trustmark and Data Protection Trust Mark, demonstrating a
commitment to best practices in data protection.

Momentum Z Own Certifications: ANNEX A

e Cyber Essentials — Certificate Number: MZT 2206038 C001
e Cyber Trust Mark - Certificate Number: 768766

e Data
e Data

Protection Essentials — A program by IMDA there is no cert number available.
Protection Trustmark - Certificate Number: DPTM-00233-202401

e VAPT License by CSRO: CS/PTS/C-2022-0151
e Managed Security Operations Centre (SOC) Licence No: CS/SOC/C-2023-0356
e SAC-accredited TR43/SS680 certified management consultants

SERVICES

* vCISO (Virtual Chief Information Security Officer)
* PDPA-DPO-as-a-Service

* Cybersecurity Consultancy

*  VAPT|IT Audit

* MDR-Managed Detection and Response

* Red
* Phis

Teaming Exercise
hing Campaign / Exercise

* Incident Response

CERTIFICATIONS
* CSA* Cyber Essentials and Trust mark (CE, CTM)
* |IMDA* Data Protection Essentials and Trust Mark (DPE, DPTM)
* 1S0O27001

PRODUCTS

e Data Privacy Protection Monitoring

* Next Gen Firewall, VPN, EDR

e DarkWeb Threat Intelligence

* Managed loT Security Threat Detection
* Managed Detection & Response (MDR)

About Momentum Z
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Key Partnerships: We are listed on the DBS & UOB Bank’s website as
providers to their clienteles.

@ dbs.com.sg/sme/startdigital.page?pk_source=duckduckgo&pk_medium=referral&pk_campaign=affiliate

You are in SME Banking ATM & Branch

ﬁPENS DaytoDay Trade Loans Treasury Services Research  BusinessClass

D BS sta rt D igi ta I Cybersecurity
Programme Momentum Z

At a Glance A trusted partner in cybersecurity pro
cyber defence solutions.

Features & Benefits . ) )
Endpoint Secure is an all-in-one secu

Digital Solutions encompasses anti-malware, breach d
omenbum | constant monitoring and with investig
Eligibility . This helps to prevent malware infectic

and block sophisticated attack to youl
FAQs
+ Free 6 months subscription
Get in touch ¢ Sign up for the Endpoint Prote
$42.80/month (3 licenses)
¢ 12 months contract

DBS #CyberWellness

Free online educational programm:
employees to help prevent cybercrim

Qualitv content. Created inhouse bv

YOUAREIN  BUSINESS BANKING ~ SINGAPORE BANKWITH UOB  HELP & SUPPORT CONTACT US v/ Logina

HH'UOB Account & Transact Loans Trade Insure Invest&FX GoDigital SMEHub Q ﬁ{é
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Momentum Z

Offers a range of cybersecurity services to protect your
organization from potential cyber threats. Their solutions
ensures your organization's cybersecurity goals and
compliance objectives are met. Their services and products
are designed to help you get certified, train your staff, and
put processes in place to protect your organization.

uoB
SME
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CUSTOMER REFRENCE
* Financial Institutions
* Government Linked
* Religious/Charity Organization
*  MNC -eCommerce, Oil & Gas, Retail, Manufacturing

* SMEs-eCommerce, Retail, Mfg., Services, F&B

Certification:

About Momentum Z
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Example of Media representation: On CNA LIVE (as the Subject Matter Expert)

SAFEGUARDING AGE
CRYPTO THEFT 7

MYREPUBLIC
DATA BR EACH

About Momentum Z

1Feb 2024 -

Advise on Crypto Drainer Scam on CAN
https://www.youtube.com/watch?v=idUWWNnYO4A

30 Dec 2023 -
Advise on Prime Minister Lee Hsien Loong 's deepfakes video on
CNA

https://www.youtube.com/watch?v=MpJRHNjyUO0g&fbclid=IwAR

30zjC-
BNZLgd8cTbTKBOSxtfW 4rm2phE7InionzcO2ZfmKdadVbfAILM

Sep 27, 2023-
Discussion on DBS, UOB latest banks app to protect against
malware on CNA

https://www.youtube.com/watch?v=NZGEKkNXwS8Y

Sep 21, 2022-
CNA Live, shares his perspective on new Cybersecurity Licensing

https://www.youtube.com/watch?v=NZGEKkNXwS8Y

Sep 10, 2021-
Channel News Asia on MyRepublic's Data Breach

https://www.youtube.com/watch?v=XrJ6Wt_Rkzw
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CNA Talking Point with Steve Chia: How Do
Scammers Take Over Your Phone And Steal
Your Money?

Watch our CEO, Shane Chiang, share about how a scammer works and what an individual
should be aware of in CNA's Talking Point with Steve Chia.

Click on the YouTube Link here

Link to Video

CONFIDENTIAL
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Momenbtum Z Featured on CH8's Coverage
on New Cybersecurity Licensing Framework
by CSA

Momentum Z was featured on Singapore's Channel 8 with Cyber Security Agency of
Singapore on Cybersecurity Licensing Framework for cybersecurity providers. Our CEO,
Shane Chiang, shared about the importance of Vulnerability Assessment and Penetration
Testing (VAPT) which is a broad range of security assessment services designed to identify
and help address cyber security exposures across an organisation’s IT estate, website,
mobile application. In simpler terms, we help to look for gaps where a malicious threat actor
might take advantage of to breach your network or applications to steal the data, or to plant
amalware. Email to info@mzt.one to find out more.

The Cyber Security Agency of Singapore (CSA) has announced the launch of its licensing
framework for cybersecurity service providers under Part 5 of the Cybersecurity Act (CS Act).
The licensing framework will take effect from 11 April 2022. Part 5 of the CS Act and the
Second Schedule to the CS Act will both come into force on the same day.

Link to Video
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Momentum Z mentioned on PDPC website

( r—— Who We Are Overview of PDPA Enforcement News & Events
P Slanarus Decisions

Strengthening Trust with Data Protection
Essentials

Trust is paramount in the mortgage brokerage sector where sensitive personal data, such as
financial information, are required for brokers to facilitate loan applications. It is imperative that
proper measures are in place to safeguard customers' data. Find out in this article how o small-
medium enterprise (SME) managed to build trust with their clients by strengthening their data
protection proctices with the /\10A's Data Protection Essentials (DPE) programme.

In the modern digital economy, companies are harnessing the power of technolegy 1o enhance
their customers’ experiences and increase efficiency through improving processes. Insurance
companies for example, allow individuals to "self-serve” online which grants them more autonomy
and speed in service instead of having to waiting for a sales representative to be available or having
to adhere to business hours. Banks too, are leveraging chatbots to provide immediate assistance to
their customers without the need for physical banking.

Priding itself as Singapore’s first mortgage fintech platform, |QRate’s core business includes
providing home loans and specialised advice on mortgage matters for its clients. For them, they
have observed a notable shift in the demographics of home buyers, who are getting younger and
are generally more tech-savvy with a preference towards using apps to meet their needs. One
other pain point that often come up amongst their clients is the complexity that can come with
mortgage brokerage.

By creating their own mobile application, IQRate enables their clients to “self-serve” and instantly
obtain necessary information, such as the best home loan rates in Singapore or how to earn cash
rewards, without the hassle of comparing rates across multiple banks.

“By employing technology, we aim to break down barriers and make it more convenient for
our clients.” - Ms Angeline Eng, Founder and Director of IQRate.

STARTING OUT RIGHT WITH THE DATA PROTECTION ESSENTIALS

IQRate first heard about the Data Protection Essentials (DPE) programme by word-of-mouth, and
was then introduced to I/ ,one of IMDA’s approved DPE service providers, According to
Momentum Z's Co-founder and Chief Executive Officer Mr Shane Chiang, what made the DPE
attractive was that "it was developed by a government agency, and therefore IQRate was assured
that it would be credible”,

While IQRate believes that they have the right data protection practices in place, they were unsure
if that was sufficient. They saw potential in documenting their practices in a systematic way to
ensure they do not miss out any critical steps that would put their clients' personal data and their
reputation at risk. “We are just not sure how to do this and needed someone with the right
expertise to guide us," explained Ms Angeline Eng, who double-hats as IQRate's Data Protection
Officer (DPO).

About Momentum Z
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ANNEX A: Momentum Z’s own certification

DATA PROTECTION

ASSUR
\/ Rk

This certifies that

MOMENTUM Z PTE LTD

105 Sims Avenue, #07-01, Chancerlodge Complex, Singapore 387429

has been awarded the
Data Protection Trustmark

Certificate Number Period
DPTM-00233-202401 26/01/2024 — 25/01/2027

\

Mr Lew Chuen Hong
Chief Executive, IMDA

l:=.] .
DEVELOP
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Certificate / Certificat
Zertifikat /| SH&EE

MTZ 2206038 CO01

exida Asia Pacific Pte. Ltd. hereby confirms that the:

Momentum Z Pte. Ltd.
10 Ubi Crescent
Ubi Techpark
Singapore 408564

Has been assessed and met requirements of:

CSA CYBERSECURITY CERTIFICATION -

CYBER ESSENTIALS MARK

N CYBER
(\U’ @BER ESSENTIALS

SAFE Certified

Scope:
Provision of Cybersecurity-As-A-Service and Cybersecurity
Consultancy Services.

Auditor Certifying Assessor

CONFIDENTIAL
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CERTIFICATE »
OF REGISTRATION qlt}

Certificate No. 768766

Momentum Z Pte. Ltd.

21 Bukit Batok Crescent, #29-82 WCEGA Tower, Singapore 658065

has been assessed and found to conform to

CSA Cybersecurity Certification —
Cyber Trust mark

for the following scope of registration

Provision of Cybersecurity-As-A-Service
and Cybersecurity Consultancy

Date of Expi;y? [Initial Certification:
15 January 2026 |16 January 2023

Date of Issue:
16 January 2023

%a

Guardian Independent Certification Pte Ltd { N CYBE.R.TRUST
10 Ubi Crescent #04-24 Ubi Techpark Singapore 408564 \. / CYBER Practitioner

SAFE Certifled
Appointed by Cyber Security Agency of Singapore (CSA)

EE
E-A'
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