
Resolvo Security Services Portfolio

Vulnerability Assessment and Penetration Test (VAPT)

Resolvo can provide network, operating system and web application vulnerability 
assessments and penetration tests, including HTTP/SMTP Distributed Denial of 
Service (DDoS) assessments.

Resolvo is Singapore CSRO-licensed, CREST Intelligence-Led Penetration Testing 
(CREST STAR-ILPT) accredited1 in providing ethical security testing services and 
ISO 9001:2015, ISO/IEC 27001:2022 certified2 in the provision of security audit and 
testing services. Please refer to the annexes below for copies of our certificates and
license.

Intelligence-led Adversarial Simulation Exercise / Red Teaming

Resolvo is the only Asia-based CREST STAR-ILPT accredited firm among the full 
list of 24 CREST STAR-ILPT accredited firms in the whole world (as at January 
2024).

Unlike normal CREST accredited firms, CREST STAR-ILPT accredited firms have 
been assessed by CREST to adhere to a higher standard and is capable of 
delivering intelligence-led adversarial simulation or red teaming exercises. That’s 
why there are only 24 CREST STAR-ILPT accredited firms across the whole world, 
as compared to the more than 300 CREST PT accredited firms (as at January 
2024).

Secure Source Code Review and Training

Resolvo can conduct independent review of source codes, including Java, .Net and 
mobile application languages.

In addition, Resolvo can also conduct secure coding awareness training for our 
customer's development team.

Configuration Audit

Resolvo can assess the configuration hardening of systems, ranging from Windows 
servers to Unix servers, against industry-accepted security standards such CIS 
benchmarks.

Compliance Review

Resolvo can assess the degree of compliance of projects, systems, services, 
against contractual security requirements and industry standards such sectoral 
technology risk guidelines (MAS TRMG, Cyber Hygiene), Singapore Cyber Trust 

1 http://www.crest-approved.org/membercompanies/resolvo-systems-pte-ltd/index.html
2 https://www.bsigroup.com/en-SG/validate-bsi-issued-certificates/client-directory-profile/RESOLV-0047669104-

000



Mark/Essentials Mark, OWASP ASVS, CSA CCM, ISO/IEC 27001, ISO/IEC 27017 
and other relevant security standards.

Security Architecture Review

Resolvo can review the security posture of existing system architecture, 
benchmarking against NIST CSF, CIS Controls and/or NIST SP 800-53 standards.

Privacy Impact Assessment (PIA)

Resolvo can perform privacy impact assessment based on the ISO/IEC 29134 
standard, to help customers identify the effectiveness of their personal data 
protection and compliance with privacy laws.

Data Protection Advisory

Using our DEFICIT© framework,  Resolvo can advise our customers to more 
effectively minimise the risk of data leakages from internal network or from publicly 
accessible web servers. Beyond technical controls, customers will need a more 
holistic strategy to address the risk of personal data theft, which Resolvo's DEFICIT 
framework can help to achieve.



Annex A: ISO/IEC 27001:2022 certificate in the provision of security audit and 
testing services



Annex B: CREST certificate of membership



Annex C: Singapore CSRO License for Penetration Testing



Annex D: bizSafe Level 3 Certificate



Annex E: ISO 9001:2015 Certificate in the provision of security audit and testing 
services



Annex F: Progressive Wage Mark (PW Mark)


