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Resolvo Security Services Portfolio
Vulnerability Assessment and Penetration Test (VAPT)

Resolvo can provide network, operating system and web application vulnerability
assessments and penetration tests, including HTTP/SMTP Distributed Denial of
Service (DDoS) assessments.

Resolvo is Singapore CSRO-licensed, CREST Intelligence-Led Penetration Testing
(CREST STAR-ILPT) accredited' in providing ethical security testing services and
ISO 9001:2015, ISO/IEC 27001:2022 certified? in the provision of security audit and
testing services. Please refer to the annexes below for copies of our certificates and
license.

Intelligence-led Adversarial Simulation Exercise / Red Teaming

Resolvo is the only Asia-based CREST STAR-ILPT accredited firm among the full
list of 24 CREST STAR-ILPT accredited firms in the whole world (as at January
2024).

Unlike normal CREST accredited firms, CREST STAR-ILPT accredited firms have
been assessed by CREST to adhere to a higher standard and is capable of
delivering intelligence-led adversarial simulation or red teaming exercises. That’s
why there are only 24 CREST STAR-ILPT accredited firms across the whole world,
as compared to the more than 300 CREST PT accredited firms (as at January
2024).

Secure Source Code Review and Training

Resolvo can conduct independent review of source codes, including Java, .Net and
mobile application languages.

In addition, Resolvo can also conduct secure coding awareness training for our
customer's development team.

Configuration Audit

Resolvo can assess the configuration hardening of systems, ranging from Windows
servers to Unix servers, against industry-accepted security standards such CIS
benchmarks.

Compliance Review

Resolvo can assess the degree of compliance of projects, systems, services,
against contractual security requirements and industry standards such sectoral
technology risk guidelines (MAS TRMG, Cyber Hygiene), Singapore Cyber Trust

1 http://www.crest-approved.org/membercompanies/resolvo-systems-pte-ltd/index.html
2 https://www.bsigroup.com/en-SG/validate-bsi-issued-certificates/client-directory-profile/RESOLV-0047669104-
000
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Mark/Essentials Mark, OWASP ASVS, CSA CCM, ISO/IEC 27001, ISO/IEC 27017
and other relevant security standards.

Security Architecture Review

Resolvo can review the security posture of existing system architecture,
benchmarking against NIST CSF, CIS Controls and/or NIST SP 800-53 standards.

Privacy Impact Assessment (PIA)

Resolvo can perform privacy impact assessment based on the ISO/IEC 29134
standard, to help customers identify the effectiveness of their personal data
protection and compliance with privacy laws.

Data Protection Advisory

Using our DEFICIT®© framework, Resolvo can advise our customers to more
effectively minimise the risk of data leakages from internal network or from publicly
accessible web servers. Beyond technical controls, customers will need a more
holistic strategy to address the risk of personal data theft, which Resolvo's DEFICIT
framework can help to achieve.
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Annex A: ISO/IEC 27001:2022 certificate in the provision of security audit and
testing services
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Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2022

This is to certify that: Resolvo Systems Pte Ltd
11 Irving Place
#07-01 Tai Seng Point
Singapore 369551

Halds Certificate Mo: IS 686524

and operates an Information Security Management System which complies with the requirements of ISO/IEC
27001:2022 for the following scope:

Provision of security audit and testing services, In accordance with the Statement of
Applicability, Version 1.9, dated 30-Oct-2023.
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For and on behalf of BSI: L
Michael Lam - Managing Director Assurance, APAC
Original Registration Date: 2018-02-13 Effective Date; 2023-11-23
Latest Revision Date: 2023-11-23 Expiry Date: 2026-02-12

Fage: 1 of 1

..making excellence a habit.

o]



RESGJLVO

Resolvo Systems Pte Ltd

Annex B: CREST certificate of membership

Certificate of Membership

This is to certify that

Resolvo Systems Pte. Lid.

Regsterad Mumbar: 200003256E

las 5 essiully met the CREST requi 1]k
Penetration Testing | STAR Penetration Testing

Asia

Rowland Jobason

Rowland Joehnson, CREST President

Vald unlil: 01 Febouary 2025

CREST Company ID: 3779400- 7

/-)
&3
CREST

This Certiticate remains the proparly of GREST {International) Ll

Fegiztared Oftice: CREST (International) Lid, Seven Stars House, 1 Whelsr Road, Coventry, West Midlands, T3 4LE, Unked Kingdom
Comgany numbsar: DBBOS3TS
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Annex C: Singapore CSRO License for Penetration Testing

CYBERSECURITY
SERVICES
REGULATION
OFFICE

CYBERSECURITY ACT 2018

LICENCE NO: CS/PTS/C-2022-0133R
PENETRATION TESTING SERVICE LICENCE

In exercise of the powers conferred by Section 26 of the Cybersecurity Act 2018
(hereinafter referred to as the “Act™), the Licensing Officer hereby grants a

Penetration Testing Service Licence (the “Licence”) to:

RESOLVO SYSTEMS PTE LTD bearing 200003256E (hereinafter referred to as the
“Licensee”). The Licensee shall comply with the terms and conditions accompanied

with this Licence to provide Penetration Testing Service in Singapore.

This Licence is valid from 01/07/2024 to 30/06/2026.

The Licensing Officer may at any time during the term of this Licence revoke or

suspend this Licence in accordance with Section 30 of the Act.
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Annex D: bizSafe Level 3 Certificate

- Date of issue: 05/01/2024

o
piZSAFE

CERTIFICATE

Tripartite Allisnce for
Workplace Safety and Health

The Workplace Safety and Health Council
is pleased to certify that

RESOLVO SYSTEMS PTE LTD

has fulfilled the requirements to attain bizSAFE Level 3

This certificate is valid till 04/01/2027

fo koo

\
Christopher Koh

General Manager
Workplace Safety and Health Council

Certificate No. E37170
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Annex E: ISO 9001:2015 Certificate in the provision of security audit and testing
services

° bsi
bsi.
Certificate of Registration

QUALITY MANAGEMENT SYSTEM - ISO 9001:2015

By Roval Charter

This is to certify that: Resolvo Systems Pte Ltd
11 Irving Place
#07-01 Tai Seng Point
Singapore 369551

Holds Certificate No: FS 781791
and operates a Quality Management System which complies with the requirements of ISO 9001:2015 for the

following scope:

Provision of security audit and testing services

For and on behalf of BSI:

Michael Lam - Managing Director Assurance, APAC

Original Registration Date: 2023-01-15 Effective Date: 2023-01-15
Latest Revision Date: 2023-01-15 Expiry Date: 2026-01-14

Page: 1 of 1

..making excellence a habit”

Zation.




mglva Resolvo Systems Pte Ltd o
Annex F: Progressive Wage Mark (PW Mark)
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PROGRESSIVE WAGE MARK

This is to certify that

RESOLVO SYSTEMS PTE LTD

UEN: 200003256E

is accredited with the Progressive Wage Mark
for paying Progressive Wages to uplift lower-wage workers.

Accreditation Number: 23200003256E

Validity: 10 April 2024 to 09 April 2025

mem *'((6%?5&;2.: ntuc SNEF

For queries on the accreditation, please contact Singapore Business Federation at pwmark@sbf.org.sg.




