Introduction
Founded in 2007, SecureAX made corporate cloud IT solutions affordable to any company that
wishes to deploy reliable and fully automated solutions with complete access, control, security,

and scalability.

We provide enterprise-grade cloud solution to businesses of all sizes within South East Asia,
particularly in areas of:
e Managed Multi-Cloud Services: Fully Managed Public/Private Cloud Servers, Disaster
Recovery & Web Email Hosting Services
e Cybersecurity Services: Managed Security Operations Centre (SOC), Vulnerability
Assessment & Penetration Testing (VAPT), Email Security Gateway, Phishing Email
Assessment & Website Security Protection.

Managed Multi-Cloud Services

The SecureAX Managed Multi-Cloud Services is a holistic managed services coverage for all
public, private and on-premise infrastructure deployments. We help our customers manage their
on-premise infrastructure & server room, Tier lll & IV datacentre deployments, Amazon Web

Services (AWS), Microsoft Azure and Google Cloud services.
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Key Benefits:

e OQOutsource patch management, monitoring & security hardening on infrastructure
e Complete insights and overview of your entire on-premise & cloud infrastructure
e Full control over scalability and infrastructure cost

=] s Servers & Hypervisors Management
o | e Let us manage your servers & hypervisors for you. We will perform
t—1 t—] monitoring and patch management for your servers & hypervisors.

Storage Management

Let us manage your office storage systems for you. We will perform
monitoring and firmware patch management against known vulnerabilities
of your storage systems.

A% Active Directory & Exchange Management

Let us manage your office Active Directory (AD) and Microsoft Exchange
Server for you. We can help you manage your staff authentication securely
and systematically for every onboarding of new hire or departure of staff.

B ‘\ Endpoint Management
@ Let us help you secure your endpoint devices for you. We will develop and
\> - implement endpoint policies and help you with system updates, protection
from malicious attack detections and managing system vulnerabilities.
Backup Management
Let us help you protect your data via backup management. We will
perform backup and retention policies that meet your business needs.

Cybersecurity Services

The SecureAX Cybersecurity services is suitable for enhancing the security for all public, private
and on-premise infrastructure deployments. Our cybersecurity offerings include Managed Security
Operations Centre (SOC) and Vulnerability Assessment & Penetration Testing (VAPT) both of
which are licenced by the CSRO Singapore. Our CREST-certified pentesters help you discover
vulnerabilities within your IT environment, share actionable insights with you, to ensure compliance
with industry standards. Our holistic cloud & cybersecurity solutions help you focus on your

business while we protect your critical IT infrastructure.

Our SOC eliminates your struggle to hire and retain experienced
professionals for critical 24x7 security operations. Our team of experts
ensures you have the coverage you need at all times, while reducing
costs.
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Our qualified penetration tester use the Open Web Application Security
Project (OWASP) Top Ten (web application attack), ISECOM’ s Open -
Source Security Testing Methodology Manual (OSSTMM), PCI-DSS,
MAS-TRM, IM8, to name a few, to conduct the VAPT in full compliance to
the international standards

*@‘ Vulnerability Assessment & Penetration Testing (VAPT)
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Email Security Gateway
@‘ Our Email Security Gateway protects mailboxes from all sorts of spam or
— malicious email, emails containing viruses or malware, phishing email,
Business Email Compromise (BEC) Protection and all emerging email
threats!
Phishing Email Assessment
'\/ Our Phishing Email Assessment helps minimise BEC risk within your
by organisation! This service covers three broad scopes :- Identifying &

Targeting A Scenario, Conducting Phishing Simulation Email, and
Providing Awareness Training to improve cybersecurity awareness within
your company.

N Website Security Protection
:::§~§ Our Website Security Protection includes Web Application Firewall (WAF),
.y NS daily malware & vulnerability scan, malware removal, file change
) ": monitoring, network port scan, website reputation monitoring and website
blacklist monitoring
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General Disclaimer

The information in this document is for marketing purpose only. Such
information is provided for reference only and constitutes neither an offer nor an
acceptance. SecureAX may change the information at any time without notice.
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