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Our data platform
empowers businesses to
make smarter and faster
decisions for cyber, digital,
and risk outcomes.
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ISO/IEC 27001:2022 certified
and SOC 2 Type | compliant

m We were founded in

Singapore in 2018

with 35 engineers, analysts, and
operators across the Philippines,
Singapore, India, and Hong Kong
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and 24/7 SOCs in Singapore and the
Philippines
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History & Operations

Our platform is data-agnostic, cloud-
native, and infegrates with the world’s
leading technology providers.
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Strategic Partners

We are proud to serve businesses in
the essential services sectors:

finance

cyber threat and digital
fraud platform for one of
ASEAN’s largest banks

government

distributed cybersecurity
architecture and threat
management

education
cyber skills and lab
development

Customers

Here are some of our most subscribed use cases to control threats, scale opportunities, and manage risks.

contrel threats control threats

anomaly denial of service (dos)

Detection and resclution of
abnormal behaviers in your
enviranments quality or availability

manage risk manage risk

Detection and reselution of traffic
patterns that affect your service

control threats contral threats
=2
phishing cloud security posture

Detaction and resolution of management (cspm)

attemnpts fo impersenate your

Detection and resolution of config
internet-facing services.

violations on your cloud resources
and services.

control threats control threats

asset management

Continuous discovery and
profiling of your business assets

compliance

Discovery and resolution of non-
compliance in your assets.
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network security posture
management (nspm)
Detection and resolution of config

and rule vielations on your
network devices and firewalls.

endpoint detection and
response (edr)
Detection and resolution of

malware, compromises, and
ransomware in your endpaints.

Use Cases

<>

applicati
(appsec)

Detection and resolution of

weaknesses

control threats control threats

on security vulnerability
Detection and resolution of
vulnerabilities in your assets.

in your code,

package, ond applications.

control threats manage risk
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attack surface fraud

management (asm)

Discover and resolve your attack

vectors.

Detect and resolve froud patterns
targeting your services.




Human Managed'’s

Intelligence Decision Action (I.DE.A.) Platform

takes data and generates contextualized intel for decisions

/‘/.\ ). Apply conditions, rules

& models for use cases.

Collect, process, and store
data from any source.

logs data source 1
Deliver intelligence,
metrics data source 2 deuswns & actions.
traces data source 3 reporf
alerts data source 4 ) feedbock notification

Operationalize infe

and improve models. dispatch



/. Collect, process, and store

data from any source.
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7 Apply conditions, rules
& models for use cases.

control threats

use cases

control threats

anomaly

Detection and resolution of
abnormal behaviors in your
environments,

control threats
= ) ]

application security
(appsec)
Detection and resolution of

weaknesses in your code,
package, and applications.

control threats

network security posture
management (nspm)
Detection and resclution of config

and rule violations on your
network devices and firewalls.

denial of service (dos)

Detection and resolution of traffic
patterns that affect your service
quality or availability.

control threats

vulnerability

Detection and resoclution of
vulnerabilities in your assets.

control threats

endpoint detection and
response (edr)
Detection and resolution of

malware, compromises, and
ransomware in your endpoints,

control threats

G%

phishing

Detection and resolution of
attempts to impersonate your
internet-facing services,

manage risk

|

asset management

Continuous discovery and
profiling of your business assets.

control threats

attack surface
management (asm)

Discover and resolve your attack
vectors.

control threats

cloud security posture
management (cspm)

Detection and resolution of config
violations on your cloud resources
and services.

manage risk

compliance

Discovery and resolution of non-
compliance in your assets.

manage risk

lalal
v

Detect and resolve fraud patterns
targeting your services,

fraud




. Deliver intelligence,
decisions & actions.

home » usecases > cspm
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Remediation Steps DOWNLOAD STEPS #

Perform the following to determine if VPC Flow logs is
enabled: From Console:

1. Sign into the management console

. Select Services then VPC

. In the left navigation pane, select Your VPCs
. Select a VPC

. In the right pane, select the Flow Logs tab

. If no Flow Log exists, click Create Flow Log

. For Filter, select Reject

. Enter in a Role and Destination Log Group

. Click Create Log Flow

10. Click on CloudWatch Logs Group

W o N o R oW R

dispatch



] Cyber

Cloud Security
Po Sfu re I.DEA. for ture Management
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Detect violations and weaknesses in p ) 30 4
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your cloud assets and get
prioritized recommendations to resolve them.
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Security Posture

Controls

Contrel Senser Estate

Management

Detect violations and weaknesses in
your network assets and get
prioritized recommendations to resolve them.
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] Cyber

Attack Surface
Management

Detect exposures and threat in your
assets and get prioritized recommendations
to resolve them.

Key intel:
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] Cyber

Vulnerability
Management

Detect vulnerabilities affecting your
assets and get prioritized recommendations

to resolve them.

Key intel:

vulnerability
CPE, CVE, CVSS, CWE
asset version

E
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Digital

Asset
Managemen

Continuously discover and profile your
assets fo model your unique
intelligence and business context.

Key intel:

asset priority
asset attribute
asset relationship
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I.DE.A. for End-of-Life Assets

Summarized Intel
Assets with ecl software

B unknown

W supported
W End of Suppart
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Summarized Intel
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Last seen 30 days [l Lost seen 60 days
W Lost seen 90 days

counr
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‘Connected Data Streoms

This

Assets: Category Distribution
Assot attributes applied

[ Assots profiled [ Mot profiled
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Q% software to update

Prioritize assets installed with

4
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5 FILTER GRID

Recommended Decision
Assets to validate

Validate

209

assets last seen beyond 30 days
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Recommended Action
Assets to patch

Patch

50

assets with end-of-life 05

Use Case

Dormant Assets -

Recommended Action
Assets to patch

Revoke

154

assets have been inactive for more than 90 days.



Risk

Organization

Posture

Management

Assess your enterprise level compliance
and risk posture to control frameworks,

benchmarks, and regulations and make
recormmendations to resolve non-

compliance

Key intel:
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Risk

Fraud

Detect suspicious or fraudulent behaviors in
your services and get prioritized
recommendations fo resolve them.

Key intel:

fraud tactic
fraud technique
behavior pattern

heme » online banking > online banking fraud

DASHBOARD DETECTIONS
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