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Document Confidentiality Statement 

The information in this document is confidential to the company to whom it is addressed and should 

be used for that purpose only. It may not be reproduced in whole, or in part, nor may any of the 

information contained therein be disclosed for any purpose outside the addressee's company without 

the prior written consent of Aegis Security Pte Ltd.  The addressee's company shall have the right to 

duplicate and use the data for its own internal evaluation. A recipient may not solicit, directly or 

indirectly (whether through an agent or otherwise) the participation of another institution or person 

without the prior approval of the directors of Aegis Security Pte Ltd. 
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Overview of AEGIS Security 

Who We Are  

Residing in Singapore, we are a digital security 

company that works with the local government and 

private companies. 

Our mission is to support our clients, and secure their 

systems against potential threats through pre-

emptive measures, such as security assessments, and 

cutting-edge solutions to cutting-edge security 

challenges. 

 

 

 

 

Our Services  

AEGIS Security is a digital agencies that specialise in 

providing the following digital solutions: 

● Application Vulnerability Assessment  

● Network Vulnerability Assessment  

● Penetration Testing 

● Source Code Review 

● Configuration Review 

With our vision of becoming the best in our line of 

business in the long term, we aim to attain the highest 

possible standard in all of our services. Including the 

security part.  We do not just strive to meet our clients’ 

requirements in terms of system availability and user 

experience; we also strive to make it safely and securely.  



www.aegissecurity.com.sg | sales@aegissecurity.com.sg                                                         Aegis Security Pte Ltd   I   4  

Why Choose AEGIS Security 

Quality and Security Standard 

AEGIS Security is committed to quality and security standards and familiar with the Government 

Security Standard (IM8). 

Government Security Standard (IM8)  

AEGIS Security has extensive familiarity with Govtech’s stringent security standard, IM8, which stands 

for Instruction Manual 8. This familiarity stems from our ongoing operation of their cloud platforms 

and our successful completion of numerous application development projects in collaboration with 

them. Our team's deep understanding of IM8 and our proven track record in adhering to its 

requirements underscores our commitment to maintaining the highest levels of security and 

compliance in all our endeavors. 

Personnel Security Certifications  

Our dedication to security extends beyond the organizational level; it permeates through every 

member of our team. We take pride in the fact that our personnel are not just experienced but also 

certified in various security disciplines, such as: 

• Certified Information Systems Security Professional (CISSP), 

• Certified Information Systems Auditor (CISA), 

• CREST (Certified Security Tester), and 

• Certified Ethical Hacker (CEH).  

Figure 1: Personnel Security Certifications 
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These certifications reflect our team's unwavering commitment to staying at the forefront of industry 

best practices and ensuring that our clients' data and systems are safeguarded against evolving 

threats. 

Solid Success Track Records 

AEGIS Security has strong track records in the successful development and security testing of 

Singapore government projects. AEGIS Security has the know-how and experience in helping 

government clients build strong cybersecurity solutions and achieve successful project outcomes. Our 

past security testing projects include: 

Table 1: Solid Success Track Records 

Customer Security Testing Scope 

Singapore Institute of 

Management (SIM) 

• Website vulnerability assessment 

• Website penetration testing 

• Source code review 

MBK Healthcare Management 

(MHM) 

• Network consultancy and implementation 

• Network security assessment 

• Access control and management assessment 

• Third-party applications review 

• Network and application penetration testing 

• Vulnerability assessment and penetration testing (VAPT) 

• Configuration review 

GovTech Singapore • Application vulnerability assessment  

• Network vulnerability assessment 

• Penetration testing. 

Ministry of Education (MOE) • Source code review 

• Website vulnerability assessment 

• Website penetration testing 

Temasek Polytechnic (TP) • Vulnerability scanning 

• Penetration Testing 

• Risk analysis of the identified vulnerabilities 

• Recommendations to address identified vulnerabilities 

Institute of Technical Education 

(ITE) 

• Application vulnerability scanning 

• Penetration testing 

Commzgate • Sharepoint vulnerability assessment 

• Sharepoint penetration testing 

• Website vulnerability assessment 

• Website penetration testing 
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• Network vulnerability assessment 

Singapore Grand Prix (SGP) • Website vulnerability assessment 

• Website penetration testing 

 

Our Unique Value Proposition  

AEGIS Security has the combination of strong security expertise and strong government projects 

know-how. Furthermore, AEGIS Security is a homegrown company owned by Singaporeans. For us, it 

is not just business -- we take pride and nationalism in helping the Singapore Government achieve 

strong cybersecurity. 

Our unique value proposition is:  

We don’t just deliver strong cyber security; we deliver successful project outcomes. 


