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DDOS MITIGATION

We Protect and Monitor
Your Web Assets

PROTECT YOUR WEB ASSETS WITH A FULLY MANAGED,
CLOUD-BASED, ALWAYS-ON DDOS PROTECTION
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MITIGATION LAYER 1
Persistent layer upstreams.

CUSTOMER CACHED DATA MITIGATION LAYER 2
Persistent layer network infrastructure.

Fastest Response Time T —

= 24/7/365 e-mail support Combination of persistent layers and ability
and toll free hotline. to customise mitigation configurations.

= Email and/or SMS alert.

= 10 mins response time
by our SOC human

operatives and analysts.
DOSARREST
SERVER ARRAYS

Protection against all of OWASP’s
Core Set and more.
= Remote file inclusion.

= Global Content Delivery
Network for caching.
= Each of our mitigation centres

= XSS. — are capable of utilising
= SQL injection. =0 CONTENT different geographically
CLOUDBASED WEB (g5 site request forgery. ::::::: DISPLAY located server pools.
APPLICATION = Un-validated redirects. NETWORK = Folders / file extensions / regex
F'?EWA)LL = Sensitive data exposure. ORIGIN NETWORK (CDN) can be directed at different
WAF
Positive ‘0’ Trust WAF model server pools'. .
. = Forced caching available.
= Protected against any new .

., = Custom error and maintenance
vulnerabilities or zero day attacks b i dtob
such as Heartbleed, Poodle etc. pfa\ges can be con |gure o be

. . . displayed automatically.
= Customisable tuning available. . e
= File upload size limit
customisable.
= E-mail and SMS alert notifications. = Automatically remove any server from
[T = 8sensors strategically located around the e the rotation that is non responsive.
— globe in North America, Europe and Asia. = Capacity and Redundancy.
\ = DNS resolution. D -~ ® No single point of failure.
HIGH AVAILABILITY ® TCP connection. GEO-LOAD = Improvgd customer experience by
MONITORING = HTTP(S) execution and transfer. BALANCING dellve_arlng content from the closest geo-
= Set alerts/warnings on SSL, MySQL, PHP, location.
Java and etc. = Flexibility.
= Set warnings on SSL cert expiration and = Highly customisable to your origin
content changes. requirements.
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