
YOU CHANGE THE WORLD

WE SECURE IT.

FIRMUS RESTRICTED



Strong presence in
Singapore and Malaysia

Year Founded

2008

ABOUT 
FIRMUS  

300
+

Customers

80
+

Security & 
technical certifications

Trust

Growth
Year on Year 

Fast

In every business 
and personal 
relationship

Global Standard & 
Best Practice

FIRMUS RESTRICTED

CrowdStrike Elite 
Partner
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AN ACCREDITED CREST MEMBER

▪ Council of Registered Ethical Security Testers

▪ CREST is an international not-for-profit accreditation and certification body that 

represents and supports the technical information security industry

▪ This accreditation empowers our clients with the confidence that:  

▪ We have a demonstrable level of assurance that we will provide clients a 

robust assessment of their information security posture.

▪ Our penetration testing services will be carried out by qualified 

individuals with up-to-date knowledge, skills and competence, supported 

by a professional services company with appropriate policies, processes 

and procedures.
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OUR CERTIFICATIONS

Offensive Security 
Certified Expert

Offensive Security 
Certified 
Professional

CREST 
Practitioner 
Security Analyst

Certificate of Cloud 
Security Knowledge 

ISO 27001
Lead Auditor

Certified 
Ethical 
Hacker

Certified Red Team 
Operator (CRTO)

GIAC Certified 
Penetration 
Testing

Global Industrial 
Cyber Security 
Professional

Offensive Security 
Wireless 
Professional

Offensive Security 
Web Expert

Foundations of 
Operationalizing MITRE 
ATT&CK

Certified Information 
Systems Security 
Professional

Certified Information 
Systems
Auditor (CISA)

CrowdStrike 
Certified Falcon 
Administrator 
(CCFA)

CrowdStrike Certified 
Falcon Responder (CCFR)

Certified Product 
Specialist: Endpoint 
Security (ENS)

CrowStrike Partner 1: Sales 
& Product Training

CrowStrike Partner 2: Sales 
Engineering Training

Tenable Certified Pre-
Sales Integrator - SC

Tenable Certified Pre-
Sales Architect - SC

Tenable Certified Pre-
Sales Engineer - SC

CyberArk Certified Pre-
Sales Engineer for PAM 
(CPE-PAM)

CyberArk Certified 
Delivery Engineer (CDE)

Palo Alto Networks 
Accredited Systems 
Engineer (PSE): Strata 
Associate

CrowdStrike Certified 
Falcon Hunter (CCFH)

CREST 
Registered 
Penetration Tester

Security for Industrial 
Automation & Control 
System

ISO 27001
Lead Implementer

OffSec Experienced 
Penetration Tester
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OUR CERTIFICATIONS

Silverlake MasterSAM 
Certified Technical 
Engineer (Star Gate)

Silverlake MasterSAM 
Certified Technical 
Engineer (PMS)

Silverlake MasterSAM 
Certified Technical Engineer 
(Analyst)

Oracle Cloud 
Infrastructure Associate 
Architect

Fortinet’s The Threat 
Landscape

Fortinet's Network 
Security Expert 
certification NSE 2 
Network Security 
Associate

Fortinet's Network 
Security Expert 
certification NSE 3 
Network Security 
Associate

Sales Associate - RSA 
NetWitness Suite

Microsoft Azure 
Fundamental 
AZ-900

BCMS Lead 
Implementer 
(ISO 22301:2012)

Oracle Cloud 
Infrastructure 
Foundation

Mobileiron Core 
Intermediate v9.5

Mobileiron Solution 
Architect 
Fundamentals v9.6 - 
Partner

Mobileiron Support 
Specialist intermediate 
v9.7

BlackBerry Partner 
Technical Sales 
Accreditation

Certified Product 
Specialist: ePolicy 
Orchestrator (ePO)

Certified Product 
Specialist: Data Loss 
Prevention Endpoint 
(DLPe)

AWS Cloud 
Practitioner

Vectra Certified 
Implementation Engineer

Vectra Pre-Sales Security
Engineer 

Information Technology 
Infrastructure Library 
Certification (ITILv3)

FireEye Partner Technical 
Certification - FireEye 
Systems Engineer (FSE)
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OUR CYBERSECURITY OFFERINGS

Awareness
Small actions, big consequences – humans are 
the weakest link 
in the whole equation.

Cybersecurity Solutions
We have curated a toolbox of market leading 
solutions for you.

Centurion
Leverage our expertise so you can focus on the 
core of your business and be cost-efficient. 

Assessment 
Uncover hidden security risks and understand the 

impact of a cyber attack.

Assurance
Understanding your organization’s security risk 

exposure and addressing your strategic security 
goals.

Operational Technology Security 
(OT)

In an interconnected world, effective OT Security 

is non-negotiable.

6

5

4

1

2

3



FIRMUS RESTRICTED 7

ASSESSMENT
Being a CREST accredited company for the provision of Penetration Testing services in the Asia region, FIRMUS is widely engaged to provide technical 
security assessments to help uncover and address security weaknesses.

Network Penetration 
Testing

Source Code
Review

Network Architecture & 
Security Design

Web Application 
Penetration Testing

Mobile Application 
Penetration Testing

Breach and Attack 
Simulation (BAS)

IOT Security Assessment Policy Compliance Social Engineering

Compromise Assessment Cyber Range Assessment Self Service Terminal Red Team Exercise Intelligence Led 
Penetration Test

Wireless Penetration 
Testing

Incident Response (IR)

Active Directory (AD) 
Assessment

Security Configuration 
Review
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ASSURANCE
FIRMUS provides the following security consulting services which address security concerns and requirements from the Board level 
down to the operational level: 

SECURITY ASSESSMENTS

• Security Posture Assessment (SPA)

• MAS Threat And Vulnerability Risk Assessment 
(TVRA)

• Self-Service Terminal (SST) Assessment

• Physical And Environment Security 
Assessment

• Cyber Risk Assessment (CRA)

COMPLIANCE ASSESSMENTS

• Security by Design

• CSA’s CCoP for CII

• Independent Cyber Security Risk Assessment

• Security Compliance Assessment (SWIFT/MAS/other 
regulatory and industry standards)

• SWIFT Customer Security Controls Framework (CSCF)

SECURITY CONSULTING

• TTX (Tabletop Exercise) & ATT&CK Simulation

• Enterprise Security Strategy
And Roadmap

• ISMS | ISO 27001 Consulting

• DLP Business Consulting

• Security Policy And Framework Development

• Business Continuity Management (BCM)

• IT Disaster Recovery Plan 
(IT DRP)
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OUR SUCCESS STORIES

7x 
TRM GAP

12x 
DCRA

5x
TRMF

3x
CRF

8x
DLP CONSULTING 

7x
SPA

10x
CYBER DRILLS

50+
ESP RISK ASSESSMENT

2x 

SELF SERVICE TERMINAL

12x 

INTEL-LED 
PEN TEST

12x
SECURITY ROADMAPS

18x 
NRA

RISK MANAGEMENT RELATED CONSULTING

FIRMUS CONFIDENTIAL
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OT SECURITY
FIRMUS provides OT Security Assessment services which address your OT security risks and helps you define OT security concerns from 
design to operations.

ICS & IIOT SECURITY ASSESSMENTS

• Security Posture Assessment (SPA) and/or 
Risk Assessments based on international and 
local standards

• IEC 62443:2018

• NIST SP 800-53

• NIST SP 800-82

• NIST CSF

• CSA’s CCoP

• Vulnerability Assessment

• Intelligence-Led Penetration Test

OT COMPLIANCE ASSESSMENTS

• Singapore CSA CCoP

• Internal Security Policy

• Local regulator security guidelines

• IMO 2020

OT SECURITY CONSULTING

• Consultancy based on international and local 
ICS/SCADA/OT standards

• Risk Mitigation planning (security 
architecture design and review, process 
review)

• Awareness Training
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AWARENESS
At FIRMUS, we have a sophisticated SaaS platform that enables organizations to provide cyber security training for their employees at 
the click of a button.

We offer many cyber security awareness topics that range from password security to malware, ransomware, and more. Using the SaaS platform, employers can run security 

awareness campaigns to consistently educate employees periodically, efficiently and effectively. Comprehensive reporting coupled with monthly engagements enable clients to have 

clear control and visibility  of their employee’s security awareness levels.

Security Awareness 
Campaign

Cyber Risk Awareness Cyber Security Risk 
Briefing For Board
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OUR PARTNERS

GRC SIEM BAS XDR 3rd Party RiskOPERATION

CASB ZTNA

SASE PAM / IAM

Cloud Security

Email Security Web Application Firewall

Next-Gen Firewall

CLOUD

Next-Gen AV DLP / Drive Encryption EMM

Patch Management Vulnerability ManagementEDR

ENDPOINT

PERIMETER
IPS Web Proxy Exposure Management

DNS Security Data Diode

Next-Gen Firewall

Multi Factor AuthenticationEmail Security

MDR



MDR VMS EMS
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OUR 
OFFERINGS

Vulnerability 
Management 

Services (VMS)

By harnessing the power of advanced 
technology and unparalleled expertise, 
we empower organizations like yours 
to thrive in today’s dynamic landscape.

Managed Threat 
Detection and 

Response (MDR)

Digital Risks Protection 
& Exposure 

Management Services 
(EMS)
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OUR 
OFFERINGS

Vulnerability 
Management 

Services (VMS)

By harnessing the power of advanced 
technology and unparalleled expertise, 
we empower organizations like yours 
to thrive in today’s dynamic landscape.

Build

Manage

MaintainDeliver

Analyse

Centurion VMS
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OUR 
OFFERINGS

Vulnerability 
Management 

Services (VMS)

By harnessing the power of advanced 
technology and unparalleled expertise, 
we empower organizations like yours 
to thrive in today’s dynamic landscape.

Build

Manage

MaintainDeliver

Analyse

Centurion VMS

Managed Threat 
Detection and 

Response (MDR)

Prepare

Detect

Investigate

Notify

Respond

Maintain

Centurion MDR
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OUR 
OFFERINGS

Vulnerability 
Management 

Services (VMS)

By harnessing the power of advanced 
technology and unparalleled expertise, 
we empower organizations like yours 
to thrive in today’s dynamic landscape.

Managed Threat 
Detection and 

Response (MDR)

Prepare

Detect

Investigate

Notify

Respond

Maintain

Centurion MDR

Digital Risks Protection 
& Exposure 

Management Services 
(EMS)

Legitimate

External Attack 
Surface 

Management

Digital Risk 
Scorecard

3rd Party Risk 
Monitoring

Suspicious

Cyber Threat 
Intelligence

Surface, Deep & 
Dark Web 

Monitoring

Cloud Threat 
Hunting

Data Leakage 
Monitoring

Malicious

Social Media/

Financial Fraud

Brand Protection 
& Anti-Phising

Takedowns & 
Response

Centurion EMS



CENTURION MPAM OFFERING

Strategy | Design | Program

ADVISE

Develop | Validate | Source | Implement

DEPLOY

Operate | Optimize

OPERATE

Business Integration Technical Consulting + Integration Operational Execution

Agile Change Transformation

WHY MANAGED PAM?

End-to-End Solution

• Deliver end-to-end accountability and management 
• Product licensing for PAM Privilege Cloud
• Strategic planning and solution design
• Technology installation and deployment
• 24/7/365 incident response

Faster Time to Value

Roll out of technology solutions quickly and 
easily to maximize your investment

Reduced Operational Costs

Eliminate manually intensive and time-consuming 
administrative processes so that your internal 
teams can focus on other priority projects

Ongoing Management by PAM Experts

24/7/365 management of the PAM program by 
skilled experts working from highly secure 
facilities around the globe.

Scalable Solution

Achieve agility through a managed model that is designed to 
scale and expand

Continuous PAM Improvement

Mitigate risks, improve efficiency and address 
compliance by enhancing your PAM maturity 
over time

Agile Change Management Best Practices

Reduce objections, improve adoption and fully realize the 
benefits of your PAM technology investment.



Since its inception in 2008, FIRMUS has demonstrated unwavering commitment in 

keeping our clients’ businesses secured. Joining forces with the world’s leading cyber 

security technologies, our skilled resources have helped many clients weather the 

toughest cyber security threats and put breaches to a stop. By conducting ourselves 

professionally, upholding ethics and integrity, FIRMUS has earned the trust of clients, 

regulators, and the public. Trust is our single most important responsibility – the reason 

we do what is right, always. 

OUR CLIENTS ARE OUR 
TREASURED JEWELS

FIRMUS YOUR TRUSTED CYBER SECURITY PARTNER  |  FIRMUS RESTRICTED



SERVING THE BIGGEST 
INDUSTRY PLAYERS

90
Financial 
Services

50 Fastest 
Growing 

SMEs & Large 
Conglomerates 

30
Power/Telco/ 

Transportation 

20 Property 
Developers

& Construction

30
Government

& GLCs 

20
Education

10
Oil & Gas 

10
Gaming

FIRMUS RESTRICTED
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Beyond tools and applications, Firmus is uniquely differentiated. We are passionate about delivering our unique values – deploying the best technologies 
combined with our pool of skilled resources. We put Customers’ Success first and always strive to exceed Customers’ expectations. 

Awards & Accolades

2010

2018

2021
2016
2012

THE FIRMUS DIFFERENCE 

Compliant to
Global standards and best practices

Integrated and Holistic 
End to end Security: Assessment, 
Assurance and Solutions

16 years & counting…
Proven track record as customers’ 
success champion

Service & Delivery Excellence
Backed by FIRMUS Management
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MANAGEMENT & LEADERSHIP

JUSTIN KOH
CFO

DATUK ALAN SEE
CEO & Co–Founder 

ERIC YEOW
COO & Co–Founder 

MAJ. MANEESH CHANDRA (retd.)
CTO

LIM CHOON SENG
VP – Security Solution

KRIS LEONG
SVP – Sales

JASON YAP
SVP – Sales

VIKNESWARAN KUNASEGARAN
SVP – Technical Assessment

CHAN SHU SHEAN
VP – People Team

JUSTIN WONG
VP & Co-Founder (SG)

RYAN CHEONG
Principal Consultant



FIRMUS  Restricted 2023.FIRMUS RESTRICTED

+65 6823 8273

info@firmussec.com

linkedin.com/company/firmussec

facebook.com/firmussec

firmussec.com/sg

MALAYSIA

Level 15, Hampshire Place,
No.1, Jalan Mayang Sari,
50450 Kuala Lumpur, Malaysia.

SINGAPORE

20 McCallum Street #19-01,
Tokio Marine Centre, 
Singapore 069046.
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