
EMPOWERING YOUR BUSINESS, IS OUR BUSINESS



OUR CREDENTIALS



Who we are

Established in June 2021, Contfinity is an IT and cybersecurity managed 

services provider and cybersecurity consultancy provider. Contfinity 

partners class-leading established brand principals and distributors to 

offer customers innovative, reliable and good-value IT and cybersecurity 

solutions and services.

Managed IT and 

cybersecurity solutions

Pre-Approved

@SMEs GoDigital Vendor to 

provide Cisco Meraki UTM

Appointed consultant for 
Cyber Security Health Plan 

Program



WHAT  WE  DO ?

Consultation Solutioning
Commissioning, 

Implementation & 
project management

Managed 
Services & 

Cyber Watch

The aim is to make cybersecurity simpler and bring cybersecurity closer to our customers. We seek 

to share, to show the way, and to walk alongside our customers and partners in this exciting journey 

to make Singapore a more cyber-secure and cyber-resilient home for all.



WHAT WE OFFER

Partner with us to start 

your cybersecurity 

journey, establishing 

basic cybersecurity 

best practices and earn 

the Cyber Essentials 

certification.

Partner with us to 

showcase your 

dedication in securing 

your digital assets and 

cybersecurity resilience 

to earn the Cyber Trust 

certification.

Partner us to be your 

CISO in your journey 

to cybersecurity 

health, enjoy funding 

support, and earn the 

Cyber Essentials

Cyber Watch is our 

specially-curated suite 

of managed security 

solutions that helps 

organization to meet  

proactively protects 

your organization from 

cyber threats and 

attacks, giving you 

24x7 peace of mind.



CYBERSECURITY ROADMAP

BASELINE APPROACH RISK-BASED APPROACH INTERNATIONAL STANDARD

Today

Practitioner







The Cyber Trust Mark 

aims to guide larger or 

more digitalized 

enterprises to adopt a 

risk-based approach 

by understanding their 

risk profiles and 

identifying relevant 

cybersecurity 

preparedness areas 

required to mitigate 

these risks.

Signifies a mark of 

distinction to 

recognize 

organizations as 

trusted partners with 

robust cybersecurity.

*Measures in Cyber Essentials 
Mark



WHAT WE OFFER



WHAT WE OFFER







GOVERNMENT 

FUNDING 

SUPPORT

UP TO 70%
IMPLEMENT 

GOOD CYBER 

HYGIENE AND 

IMPROVE YOUR 

CYBER 

RESILIENCE

ATTAIN CYBER

 ESSENTIALS MARK 

CERTIFICATIOM

If you are just getting started in your cybersecurity journey, 

Contfinity will help you to improve your cyber resilience 

through cyber health “checkups”. We will develop a 

cybersecurity health plan tailored for your needs.

• Be cyber-resilience and aware of your cyber security posture. 

• Tailored to your organization’s cybersecurity needs

• Simplifies cybersecurity by prioritizing the measures to focus 

on first

• Guides your organization to implement cyber hygiene 

measures against common cyber-attacks

• Provides recognition of your cybersecurity practices

Why organizations should apply

Delivered by Contfinity as CISO as-a-Service (CiSOaas) Consultants

CYBERSECURITY HEALTHPLAN



Your Cybersecurity Health Plan Journey with Contfinity
Our consultants will help your organization successfully complete the Cybersecurity Health Plan journey and achieve 

Cyber Essentials mark certification.

1. Preliminary

➢ Understand customer’s 

cybersecurity objectives and 

status

➢ Determine consultancy fees 

tier

➢ Apply for funding support and 

appoint certification body

➢ Required documents: ACRA, 

Network diagram, Org chart

2. Consulting

➢ Assess cybersecurity 

posture pre-CISOaaS and 

identify gaps

➢ Close gaps and assess 

cybersecurity posture post-

CISOaaS

➢ Develop / enhance IT 

Security Policy

3. Submission & Certification

➢ Submit Schedule B 

Cybersecurity Health Plan

➢ Follow up on certification 

outcome

➢ Awarded Cyber Essentials 

Mark or Cyber Trust Mark



Contfinity SG CYBERSAFE Journey 

May 
2022 

Acquired 
Cyber 

Essentials 
Mark

Aug 
2022

1st  CEM 
Custom

er 
Certified

Oct 2022

 Early 
Adopter 
Award 
SICW

June 
2023 

1st batch 
of 

CISOaaS 
Consultant

s

July 2023

 CTM 
Practitioner

 

May 2024

CEM 
Renewal, 

CTM 
Surveillance 

Audit



ASSESS REPORT MITIGATE CYBER ESSENTIALS

MARK READINESS

CERTIFICATION

PROFESSIONAL SERVICES:

Information Gathering
To understand current CEM readiness

 

Backup Strategy & Incident 

Response Plan
Implement / Review of Backup Strategy – 
RPO, RTO to improve Cyber Resillency

 

Cybersafe readiness
Guide and Review of IT Security Policies, Access 
Control, Security Solutions Config – FW, EDR etc to 
achieve Cybersafe and improve Cybersecurity Postures

CEM Submission
Prepare and submit CEM documentation. Work with 
Appointed Certification Body for CEM audit

Contfinity CEM Consultancy Services



Attack Surface Monitoring 

& 

Vulnerability Assessment 

with

Radar 

• Monitoring and reporting of vulnerabilities - 

Automated attack surface scanning of your 

environment to continuously identify areas of 

weaknesses.

• Contextual threat intelligence - real exploitation 

context as well as availability of exploit codes in the 

wild to show your actual exposure and cyber risks.

• Automated Triage, Ticketing & Reporting – Enabling 

operations to continue smoothly and maintain up 

time.



Globally Recognised Framework

“Continuous threat exposure management is a 

pragmatic and effective systemic approach to 

continuously refine priorities and walk the tightrope 

between two modern security realities.

Organisations can’t fix everything, nor can they be 

completely sure what vulnerability remediation they 

can safely postpone.”4

4Gartner Article, How to Manage Cybersecurity Threats, Not Episodes, By Kasey Panetta



Assessing your posture with top of the line tools

• Identification and 

reporting of vulnerabilities 

- Automated attack 

surface scanning of your 

environment to identify 

areas of weaknesses.

• Contextual threat 

intelligence - real 

exploitation context as 

well as availability of 

exploit codes in the wild 

to show your actual 

exposure and cyber risks.



Seamless Workflow

• Automated attack surface scanning to 

continuously identify areas of weaknesses

• Match the identified vulnerabilities against 

real life exploitation intelligence to 

understand your risks

• Auto-triage based on your organisational 

context

• Prepare remediation based on advice 

provided within the platform

• Validate fixes via the next scanning window

• Auto-close issues upon valid resolution

Vulnerability 

Discovered
Developer Fix

Vulnerability 

Auto-Closed

Initial Scan Re-ScanAuto Triage

Proven to reduce vulnerability triage and management workload by more than 90% 



High level architecture

Continuous 

Assurance

Exposure 

Discovery

Cyber 

Context 

Engine

Exposure 

Database

Exposure 

Validation

Discover potential 

exploits within 

environment

Validate controls for 

additional context of 

environment

Triage and prioritise 

risks with highest 

probability

Exploitation 

Intelligence

Analysis & 

Reporting

Powered by SECTA5



Client Success Story

Problem Statement

10,000+ 

Business Impact

S$64.5M
enterprise and 

consumer users may 

lose communication

access if breached

Business Outcome

3x

of CTEM fully 

automated over the 

use of manual triage 

and response

Solution Deployed

5 pillars 

less likely to be 

compromised based 

on Gartner if CTEM is 

deployed

hosts within critical 

infrastructure needs to 

be resilient and up to 

date 24x7

"CyberWatch significantly optimised 
our vulnerability management 
operations and we managed to free 
up more than 95% of our time from 
laborious manual efforts compared 
to the past."

Daniel Tan, CEO



Client Success Story

Problem Statement

120 

Business Impact

S$64.5M
annual turnover business 

with high network 

clientele may be targeted

Business Outcome

52x

exposure review cycle 

introduced to replace 

annual security testing

Solution Deployed

7 days 

increase in security 

coverage with full 

security advisory with 

higher ROI

retail outlets that 

handles >a million client 

data requires exposure 

monitoring

"We are now able to identify our 
exposure much quicker now."

Dave L. 

Director, Group Technology



Why You Should Adopt



PhishNab
o Managed Security Training & Education services.

o Curated & gamified content

o Advanced reporting and metrics

Employees are every organization’s first responders, that’s why it’s important to keep them educated, 

trained & aware. We aim to provide quality security training while also reducing the effort on your end. 

Enabling your employees to be the first line of defense.



Plan B
o One Drive, Teams, and mail 

backed up.

o Ensuring data availability at times 

of crisis.

o Develop your backup strategy 

with defined RTO and RPO’s 

accordingly to suit your data 

strategy needs.

T

Data Loss through ransomware, 

data corruption and even theft are 

just some of the common ways 

organizations lose their business-

critical data. 

Developing a backup strategy and 

the appropriate solution in place to 

support that strategy is paramount 

in ensuring data security.



ProtectU

o Managed Firewall Services

o Enterprise Grade SD-Wan Ready

o NGFW with Layer 7 with 

identity-based Security Policies 

& Apps Management

Your network infrastructure is one of the most critical assets you own.  

ProtectU Ensures that your digital ecosystem is protected against 

common threats like ransomware, backdoors, DDoS and spam.

o Integrated Intrusion and Detection.

o 24/7 Firewall Monitoring and 

Management

o Protected against ever-evolving 

Cyber Threats with Cisco Talos

DDoSransomware

malware















CERTIFIED ORGANISATIONS



Our Partners



Our Customers







“We extend our heartfelt gratitude to Confinity’s exceptional 
support throughout our collaboration. Confinity understood our 

requirement to speed up the certification timeline. They has 
demonstrated unwavering dedication to our project from start 
and also continued with great support after sales service. Their 
responsiveness and ability to keep pace with our timeline have 
been remarkable, making them an indispensable partner in our 

project's success.”



CISOaaS consultant pricing
(without solutioning)

Range of  

Endpoints

Professional Fees

(before funding 

support) 

Funding Support 

(based on 70% 

professional fees)

Net 

Professional 

Fees Charged 

1 – 10 S$ 4,380 S$ 3,066 S$ 1,314

11 - 20 S$ 6,380 S$ 4,466 S$ 1,914

21 – 50 S$ 10,880 S$ 7,616 S$ 3,264

51 – 100 S$ 16,880 S$ 11,816 S$ 5,064

101 - 200 S$26,880 S$ 18,816 S$ 8,064

https://services2.imda.gov.sg/CTOaaS/Solution/CISOAAS_202119271G20230619_1/cisoaas--cyber-essentials--for-1-to-10-endpoints
https://services2.imda.gov.sg/CTOaaS/Solution/CISOAAS_202119271G20230619_2/cisoaas--cyber-essentials--for-11-to-20-endpoints
https://services2.imda.gov.sg/CTOaaS/Solution/CISOAAS_202119271G20230619_3/cisoaas--cyber-essentials--for-21-to-50-endpoints
https://services2.imda.gov.sg/CTOaaS/Solution/CISOAAS_202119271G20230619_4/cisoaas--cyber-essentials--for-51-to-100-endpoints
https://services2.imda.gov.sg/CTOaaS/Solution/CISOAAS_202119271G20230619_5/cisoaas--cyber-essentials--for-101-to-200-endpoints


www.contfinity.com

SECURING YOUR BUSINESS,IS OUR BUSINESS

CONTACT US:

sales@contfinity.com

+65-6871-8855

33 Ubi Avenue 3, #08-59 Vertex Tower A

Singapore, 408868 
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